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ABSTRACT 
The use of information technology (IT) in peace, conflict and security raises some questions, 
i.e. whether the use of IT can be limited exclusively to so-called advantageous purposes and 
applications and whether improper use can be prevented. This ambivalence is called a dual-
use dilemma, meaning that objects, knowledge and technology can find both useful and harm-
ful applications. Dual-use questions have been addressed in various disciplines, in particular 
in nuclear technology and the production of nuclear weapons, but also in chemistry and biology. 
In all these disciplines, dual-use topics in technical development and education have been 
discussed and addressed. Nevertheless, the importance of dual-use differs slightly, depending 
on the technology and its risks, as well as its distribution and application. Nuclear technology 
is less accessible than biotechnology, which in turn is less accessible than IT. 

 INTRODUCTION 
In 2016, NATO states recognized cyberspace as a military domain, in order to assess cyber 
operations as an attack or to become active themselves (NATO, 2016). Cyberspace forces are 
expanding worldwide, while the use of IT in all areas of life is increasing. This raises more than 
ever the question of evaluating research and development in computer science with regard to 
potential military uses of software developed for civilian use. In atomic physics, biology and 
chemistry, the dual-use risks were intensively studied (Altmann et al., 2017; Liebert et al., 2009; 
Tucker, 2012). These studies have also helped to identify techniques for evaluating and con-
trolling these same risks and have provided the basis for the concept of Dual-Use Research of 
Concern (DURC). DURC refers to research, (new) technologies, or information that has the 
potential for beneficial and harmful applications (Oltmann, 2015). The question is therefore 
whether computer science can also be used to define an IT Research and Development of 
Concern that requires a context-based dual-use impact assessment and, similar to the life sci-
ences, helps to reduce the potential for misuse during software development. 

The challenge is that the respective dual-use risk depends on the state and process of research 
and development of the respective work, while the technology remains inherently ambivalent. 
In particular, software is characterized by its versatility of use and adaptation in conducive and 
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harmful contexts, and by its indirect effect which differs substantially from directly harmful ABC 
weapons (Carr, 2013; Lin, 2016, 119). Nevertheless, in order to make evaluations and design 
decisions that take the dual-use risk into consideration, individual case studies are required 
which must be very context- and technology-specific. Such case studies not only evaluate a 
single technology, but also contribute to the development of formal and informal dual-use gov-
ernance methods (Tucker, 2012, 30–39) and the evolution of the socio-technical safety culture. 

 STATE OF RESEARCH 
Dual-use is widely and divergently applied and defined, as the term can refer to research, 
knowledge, as well as technologies and individual objects (Forge, 2010; Harris, 2016). An early 
assessment of the consequences or use of one's own research and development is particularly 
difficult if design decisions are possible with little effort (Collingridge, 1980). There are different 
methods for dual-use assessment, which are based on the assessment of technology conse-
quences (Grunwald, 2002; Liebert, 2011). The methods are scenario-based and application-
oriented, and must therefore always be integrated into the specific research or development 
project in order to be able to exclude the more pessimistic scenario by design adaptations on 
a case-by-case basis (von Schomberg, 2006). 

For software development, it is precisely against the background of the securitization of cyber-
space (Hansen & Nissenbaum, 2009), the military endeavour to comprehensively elucidate 
(Müller & Schörnig, 2006), and the increasing investment in strategic offensive development 
(Reinhold, 2016) the question of how developers can estimate the risk of misuse of their re-
search and development. 

So far, the dual-use debate in computer science has mainly led to cryptography (Vella, 2017) 
and to the proliferation of spyware through additions to the Wassenaar Agreement in 2013 and 
2016 (Herr, 2016). And although software dual-use is becoming a problem again and again as 
part of weapons modernization (Bernhardt & Ruhmann, 2017; Reuter & Kaufhold, 2018b), em-
pirical case studies on dual-use IT are lacking (Leng, 2013; Lin, 2016). On the one hand, mod-
ern software development is characterized by agile and iterative process models such as Ex-
treme Programming and Scrum, in which developers and managers can react flexibly to 
changes in (customer) requirements (Dingsøyr et al., 2012). Therefore, it is obvious that dual-
use potentials need to be checked not only in the initial planning of software, but process-
accompanying. On the other hand, the flexibility in using software in different application con-
texts is the essential challenge for dual-use impact assessment and therefore must be funda-
mentally different from life sciences (Lin, 2016, 119). The aim is both to minimize risks by non-
state actors, and to anticipate the risk of uncontrolled distribution of malware or misunderstand-
ings between states. 

Alongside the entrepreneurial analysis of influencers and moods, social media analytics tool 
are also playing an increasingly important role: On the one hand, they enable the identification 
of situations of use in social conflicts or crises (Reuter & Kaufhold, 2018a; Reuter et al., 2017), 
but also imply a particular potential for abuse in the context of cyber espionage (Neuneck, 
2017) or (political) persecution. Therefore, the question arises how potential dual-use compo-
nents and indicators can already be identified in software research and development. 
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