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ABSTRACT

While nudging is a long-established instrument in many contexts,
it has more recently emerged to be relevant in cybersecurity as
well. For instance, existing research suggests nudges for stronger
passwords or safe WiFi connections. However, those nudges are
often not as effective as desired. To improve their effectiveness, it
is crucial to understand how people assess nudges in cybersecurity,
to address potential fears and resulting reactance and to facilitate
voluntary compliance. In other contexts, such as the health sec-
tor, studies have already thoroughly explored the attitude towards
nudging. To address that matter in cybersecurity, we conducted a
representative study in Germany (N = 1, 012), asking people about
their attitude towards nudging in that specific context. Our findings
reveal that 64% rated nudging in cybersecurity as helpful, however
several participants expected risks such as intentional misguidance,
manipulation and data exposure as well.
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1 INTRODUCTION

The concept of nudging has evolved to be widely applied in many
contexts and for many years to change people‘s behavior for the
better. A nudge is “any aspect of the choice architecture that alters
people’s behavior in a predictable way without forbidding any op-
tions or significantly changing their economic incentives” [40]. While
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forcing people‘s decisions towards the desired outcome tends to
create reactance, nudging aims to be perceived as less paternalis-
tic, maintaining the freedom of choice. There are many ways in
which nudges can be utilized, both harmfully and favorably. While
the advertising industry nudges consumers to buy their products,
nudges are also widely applied in the health sector to encourage
healthy eating habits, or to prevent smoking (e.g., [13, 30]. In the
context of privacy and security, nudging has recently become a
growing research field (e.g. [2, 38]). For usable security, it is cru-
cial to address user-centered approaches during the design process
[4, 22, 36]. Recent works have started to investigate how bad secu-
rity and privacy decisions of users can be nudged towards more
beneficial decisions [2]. However, these studies are mostly based
on one-size-fits-all nudges, while not being as effective as desired
[9, 19]. Several studies therefore suggest personalized nudges, e.g.
considering character traits (e.g. [9, 15, 20, 28, 41]). To facilitate
personalization, it is crucial to understand how specific people as-
sess nudges in specific contexts. To make nudges effective, people
need to willingly endorse them and have positive attitudes towards
specific nudges [29].

Until now, there are several studies on the attitude towards nudg-
ing, which compare nudges in different contexts (e.g. [12, 17, 32, 39])
in one or several countries. While the health context has already
been addressed on a larger scale and there are initial investigations
for the context of privacy [8, 18], studies investigating the attitude
towards nudging in cybersecurity are largely missing. To address
that gap, this article presents an initial investigation on how people
assess nudging in the context of cybersecurity. Hence, our research
questions are:

RQ1: How do people assess nudging in cybersecurity?

In order to answer this question, we want to address the following
sub-questions: RQ1.1 Do they see risks of nudging in cybersecurity?
RQ1.2: Does the attitude differ concerning different scenarios? RQ1.3:
Do user characteristics or priming conditions affect the attitude? Based
on these answers we like to derive implications for design, answer-
ing our second question:

RQ2: What are design implications for nudging in cybersecu-
rity?

To answer our research questions, we conducted a representative
survey in Germany (N = 1,012 after data cleansing), including
priming with nudges for password strength and two standardized
psychometric scales. The article is organized as follows: Section 2
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presents related work on the attitude towards nudging in multiple-
context studies and context-specific studies, highlighting the re-
search gap. In section 3 we present our survey design, the charac-
teristics of our survey participants, and the method of analysis. In
section 4 we present the empirical results before discussing (section
5) and concluding (section 6) our contributions and limitations.

2 RELATED WORK & RESEARCH GAP

Within the research area of attitudes towards nudging, two distinct
groups can be identified: First, some studies investigate the atti-
tude concerning nudges in multiple contexts. They often present
descriptions of several nudges for different contexts so that the
participants can assess them in comparison or give a more general
statement [e.g. [12, 17]]. Second, some studies focus on one context
to evaluate how the participants perceive nudging concerning that
specific matter [e.g., [18, 18]].

2.1 Attitude Towards Nudging in
Multiple-Context Studies

The majority of studies do not focus on a specific context but on
general attitudes. Hagman et al. [12]] explored how American and
Swedish citizens perceived different nudge-policies regarding or-
gan donation and climate compensation among others. To explore
individual differences, they conducted the Rational-Experiential
Inventory scale (REI) and the Cultural Cognition Worldview Group
scale. In an online survey they found that while the overall sup-
port for nudges was high in both countries, the general acceptance
was higher in Sweden compared to the United States. Concerning
influencing factors, they found that preferences in analytical think-
ing were not significant [12], while participants that scored high
on the REI-rational scale perceived nudges as more intrusive. In
a multi-country study, Reisch et al. [32] explored the attitude of
Europeans towards nudges from different contexts on a larger scale.
They focused on nudges in the contexts of healthy eating and organ
donation among others. Analyzing cross-country differences, they
found that nudges that have been adopted in democratic nations
were supported in all listed countries. More recently, Peer et al. [29]
investigated the attitude towards nudging of two distinct minority
groups in Israel (Israeli Arabs and Ultra-Orthodox Jews). Similar to
other studies, they focused on the contexts of healthy eating, organ
donation, privacy settings on social networks, and smoking among
others. They stress the importance of attitudes of minorities or
other groups within a country towards nudging, which are largely
overlooked by national and cross-national studies. They found that
nudges were less supported when they were not consistent with a
minority group’s social norms [29].

2.2 Attitude Towards Nudging in
Context-Specific Studies

Several studies have explored people’s attitudes towards nudges
for a healthier lifestyle. For instance, conducting in-depth semi-
structured interviews in the UK, Junghans et al. [18], investigated
how consumers approve of specific nudges, whether they believed
in their effectiveness and whether who designed those nudges
mattered. The authors found that in the context of health, most
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consumers approved of nudging, when they were beneficial to indi-
viduals and society and the targeted behavior was transparent [18].
Diepeveen et al. [7] conducted a systematic literature review on
studies exploring the attitude in Europe, North America, Australia
and New Zealand towards interventions to change tobacco and
alcohol use, diet, and physical activity. They found that the public
acceptability of interventions in the health sector is greatest for the
least intrusive nudges [7]. Evers et al. [10] investigated whether
citizens from different European countries approved of nudges for
healthy eating. Despite cross-country differences, they further ex-
plored if characteristics such as gender, age or Body Mass Index and
the level of intrusiveness of the nudges were influencing factors on
the attitude. They found that women were more likely than men to
approve of nudges in eating behavior. Again, less intrusive nudges
had generally higher approval rates than intrusive nudges.

2.3 Research Gap

While there is an upcoming trend of nudges in privacy and security,
little has been explored about the public attitude. Dogruel et al. [8]
compared the attitude towards policy interventions in information
privacy between the United States and Germany. They found that
privacy nudges were generally supported and nudges for educa-
tion and information were preferred [8]. Although nudges in the
context of cybersecurity are a growing research field [2], to the
best of our knowledge there is no study that explicitly explores the
attitude towards nudging within that context. Several studies have
designed nudges for privacy and evaluated their effectiveness (e.g.
[1, 3, 6, 16, 21, 23, 25]). Other studies have explored the effective-
ness of nudges in cybersecurity (e.g. [5, 14, 24, 26, 28, 31, 42, 43]).
For instance, Zimmermann and Renaud [44] evaluated nudges and
hybrid nudges including information provision for different con-
texts in cybersecurity (e.g., password creation and choice of public
WiFi). They found that for some contexts hybrid nudges were even
more effective than a simple nudge, complementing a previous
study on hybrid nudges [35]. However in other cases, nudges in
cybersecurity are often not as effective as desired, because they
are mostly designed for the average user, showing one-size-fits-all
nudges [9, 19] and neglecting public attitude towards nudging in the
design process, even though nudging “strongly relies on voluntary
compliance [and] public attitude towards specific nudges” [29].

Personalization is an upcoming trend (e.g. [5, 9, 20, 28, 33, 41])
which can be facilitated by exploring the attitude of people towards
nudging in specific contexts. While people’s attitude have already
been addressed in other contexts on a wider scale (e.g. [8, 10, 12,
17, 18, 32, 39]), to the best of our knowledge, studies investigating
the attitude towards nudging in cybersecurity are largely missing.
We suggest that it remains important to expand knowledge on this
matter, identifying both a general trend on people’s attitude for that
specific context, and differences between people’s characteristics.
We focused on the attitude of a representative sample from Germany
to provide an opportunity for cross-country comparability in future
studies.

3 APPROACH

To give an overview of the attitudes of the German population
towards nudging in cybersecurity, we conducted a representative



EuroUSEC’21, October 11-12, 2021,

Nudge or Restraint: How do People Assess Nudging in Cybersecurity - A Representative Study in Germany

The bigger the coloured surface, the stronger is your password! ‘l

special character

lower case letter length

The password strength is weak
special character Password: ssessss
or number in the
middle

number
How strong is my Password?

upper case letter

Password: sssssssssassase

How strong is my Password?

Figure 1: Radar chart (left) and password meter (right) as
priming conditions. (own figure)

survey in Germany and investigated a general tendency as well
as differences between demographic subgroups and the effect of
different priming scenarios.

3.1 Survey Design

We conducted a representative online survey with 1,012 partic-
ipants (after data cleansing) from the German adult population
(18 to 74 years) in July 2019, using the panel provider Respondi.
Each participant was paid a small allowance (€1). To ensure good
quality answers, we included multiple attention check questions
(e.g. “Please select answer option number three.”) and excluded 92
participants that did not answer them correctly. In this work, we
particularly investigate four survey questions. The first question
aims at gaining insights into who had already consciously noticed
nudges online (yes, no, no answer). In the second question, we asked
in five items how helpful, dangerous, necessary, patronizing or
superfluous our participants assessed nudging in cybersecurity on
a Likert scale from 1 to 5. To get more specific information, we fur-
ther asked in question three on a five-step Likert scale how useful
nudging in cybersecurity was assessed in eight concrete contexts
(see section 4.2). Since some participants might not have enough
knowledge of specific contexts to answer the question reasonably,
answering those items was optional. To gain deeper inductive in-
formation, with question four we included an optional free-text
question, asking more openly about the attitude towards nudging
in cybersecurity and potential risks.

To investigate potential influencing factors, we included two psy-
chometric scales: the General Decision Making Style scale (GDMS)
with two subscales: rational (making decisions in a logical and sys-
tematic way) and dependent (rarely making important decisions
without consulting other people) and the Rational-Experiential In-
ventory (REI) with two subscales: REI-RA: rational ability (ability to
think logically and analytically) and REI-RE: rational engagement
(reliance on and enjoyment of thinking in an analytical, logical
manner) [27, 37]. Both psychometric scales are measured on a scale
from 1 to 5. While the GDMS scale measures how individuals make
decisions, the REI measures preferences for information-processing.
Particularly the REI was already successfully used by Peer et al.
[29] to personalize nudges and by Hagman et al. [12] to identify
influencing factors on the attitudes towards nudges. We intend to
investigate if they also influence attitudes towards nudging in the
specific cybersecurity context.
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While all participants were presented with identical definition
and descriptive examples of nudging before asking our survey
questions (see A.3), there were three distinct settings of additional
priming (see Figure 1). One-third of our participants had interacted
with a common password meter as a nudge for password strength
before answering the survey questions, another third had interacted
with a radar chart visualization of password strength as a nudge [15]
and the last third was not presented with any interactive nudge
beforehand. Hence, in our evaluation we further investigated if
those varied primings had an effect on the attitude towards nudging
in cybersecurity. The sample sizes between our three groups slightly
differ as participants were excluded that did not pass the quality
check questions.

While we used password nudges that encourage complexity, it is
important to acknowledge that recommending complex passwords
has been ruled out due to usability conflicts [11]. However, state-
of-the-art password nudges still use disaggregated information on
what to do to strengthen a password [42] using complexity rec-
ommendations and some studies argue that focusing on password
length alone does not always result in better results as many users
still tend to prefer shorter passwords [15]. Hence, for our evaluation
we decided to include a nudge that encourages complexity as well.

3.2 Characteristics of Survey Participants

After data cleansing, 1,012 participants out of 1,104 were included
for the analysis of the single and multiple-choice questions. For
the free-text question, we performed an additional data cleansing
and included a total of 489 participants. Our survey on the attitude
of German citizens towards nudging in cybersecurity is represen-
tative for the German population in all groups regarding gender,
age from 18 to 74, education and income. To analyze potential
group differences, we formed clusters for age (18-29; 30-39; 40-49;
50-59; 60-74 years) and income (<€2,000; €2,000-€4,000; >€4,000).
We also asked participants to select their highest level of education
from three groups (without a school diploma; certificate of sec-
ondary education ( “Hauptschulabschluss”), general certificate of
secondary education (“mittlere Reife”), qualification for university
entrance (“Abitur”); university degree). Regarding geographical
spread, our sample is widely and approximately proportionally
distributed across all 16 German federal states.

3.3 Analysis

We used SPSS and R for data preparation and statistical analysis
and Tableau to create data figures. In a first step, we calculated the
basic frequencies, including all demographic information. To verify
the representativeness of our sample, we determined significant
differences in gender, age, education, income, and federal states
applying the y?-test of independence. For our survey questions
that were answered on a Likert-scale, we determined main effects
of group differences performing a multivariate analysis of variance
(MANOVA). As dependent variables we included the five items
on general attitudes as well as the eight items on context-specific
attitudes.

We were interested in the following independent variables: prim-
ing condition (interaction with nudge), age, gender, education as
well as decision-making and information-processing styles. Before
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performing the MANOVA, we tested for homogeneity of variance
as necessary condition, using the Levene’s test. As the test was sig-
nificant for some dependent variables, we adjusted the respective
data with a Box-Cox Power-transformation. To identify which mean
values were responsible for significant MANOVA results, we subse-
quently performed post-hoc tests. Therefore, we used the Tukey’s
HSD-test. We set the significance level to @ = 0.05. To counter-
act the problem of multiple comparisons we applied a Bonferroni-
correction of the p-values.

While there were 1,012 valid answers to the Likert scale ques-
tions, we excluded 523 participants from the optional free-text
question that decided not to answer it or explicitly stated to be
too undecided to give a specific input. The remaining 489 textual
answers to our open question were evaluated in detail performing
a qualitative content analysis. Hence, we deductively assigned each
answer to a cluster (rating nudges as useful, undecided and thor-
oughly evaluated answers, rating nudges as inappropriate, com-
ments on potential risks) by thoroughly analyzing the answers
while looking for keywords (e.g. “dangerous”). Clusters were as-
signed in a two-step approach where answers were first grouped
roughly into unambiguously positive or negative contents as well
as contents that needed a more intensive reflection before deci-
sion. Afterwards, the answers were assigned to one of the four
final clusters while especially reflecting on the initially ambiguous
contents. Clustering was conducted independently by two people
with RQODA and the inter-coder reliability was calculated, resulting
in a substantial level (Cohen’s kappa coefficient of x = 0.76). On
the basis of the assigned clusters, we later determined significant
differences regarding specific participant characteristics such as
demographics.

4 EMPIRICAL RESULTS

We present the findings of our representative online survey, by
starting with the general attitude towards nudging in cybersecurity.
Afterwards, we suggest our results regarding people’s attitudes in
more specific scenarios within the context of cybersecurity. Further,
we will give an overview of effects of priming and user characteris-
tics on the attitude in subsection 4.3.

4.1 General Attitude Towards Nudging in
Cybersecurity

Aiming to contextualize our findings, we first asked our participants
if they ever noticed nudges online. We found that the majority (72%)
stated to not have noticed them, while 21% noticed nudges online
and 7% did not make a statement.

We further asked if it was important to our participants to re-
alize when someone tried to nudge them online. 69% agreed it
was important to them. To get a better understanding of the gen-
eral attitude, we first asked our participants on a Likert scale from
1 to 5, how helpful, dangerous, necessary, patronizing, or super-
fluous they perceived nudging in cybersecurity. You can see an
overview of the results in Figure 2. Further we need to consider
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that two-third of the participants were assigned to a priming con-
dition before answering the survey questions which slightly in-
fluenced the general attitude towards nudging for the better, un-
conditionally whether the participants interacted with the pass-
word meter or the radar chart. For instance, they were slightly
less likely to agree with nudging in cybersecurity being danger-
ous (M,,udge = 2.24,SDpydge = 1.0,Mpone = 2.73,SDnone =
1.1;F(1,769) = 48.41,p < .0005;d = 0.25).

We found that many participants assessed nudging in cybersecu-
rity in a positive way. For instance, 64% (priming: 68%) agreed that
it was a helpful instrument. Further, 38% (priming: 42%) stated to
agree that nudging in cybersecurity was necessary. However, many
(42%) were undecided concerning this matter and 20% disagreed
(priming: 41%, 17%). Correspondingly, 57% (priming: 62%) disagreed
with nudging in cybersecurity being superfluous. To gain a general
insight into the perception of possible risks, we asked our partici-
pants how dangerous they assessed nudging in cybersecurity. 57%
stated to not rate it as a dangerous instrument while 14% assessed
it as dangerous (priming: 64%, 10%). As avoiding reactance is an
important aim of nudging, we asked how patronizing our partici-
pants rated nudging in cybersecurity. 48% stated to disagree with it
being patronizing while 30% were undecided and 21% agreed with
nudging in cybersecurity being patronizing (priming: 52%, 31%,
17%).

While our Likert scale questions aimed at gaining a quantitative
insight into the general attitude towards nudging in cybersecurity,
we decided to include an optional question in free-text format for
deeper inductive information. Hence, we more openly asked our
participants if they considered nudges to be a sensible way to steer
online behavior in a secure direction or if they saw any risks. In a
deductive approach, two researchers independently assigned each
answer to one of four clusters using RQDA. As the reliability was
sufficient, we report the mean values.

Rating Nudges as Useful. We found that 56% explicitly made
a positive statement on nudging in cybersecurity. Among the most
frequently mentioned benefits were paying more attention to online
security, support for unaware users, protection from certain risks
and preservation of freedom of choice. For instance, one participant
stated: ‘T see it as a useful method. The freedom of choice remains, as
the hint can be ignored” (P253). Another participant wrote: “Yes, a
bit of Internet education does not hurt as long as you can decide for
yourself” (P309). Further, P301 stated: “Yes because many are very
careless with their data and information. A hint in the right direction
would be just right”. Others only stated they found nudging in
cybersecurity a sensible instrument without giving any reasons
(e.g. P293: “Yes, it is useful”).

Undecided and Thoroughly Evaluated Answers. 15% inten-
sively evaluated benefits and risks but were undecided whether
nudging in cybersecurity was a sensible instrument or not. Several
participants highlighted that they assessed nudging in cybersecu-
rity as a useful instrument as long as nudges were not followed
blindly (e.g. P113: “Yes, I see risks, namely that the users rely blindly
on the programs written by humans [...] without having to think
about it themselves”). Moreover, our participants highlighted the
importance of nudges being transparent (e.g. P180: “[...] The way
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Figure 2: Attitudes towards nudging in cybersecurity without priming,.

the nudges work and make their decisions must be completely trans-
parent”). Further, several participants stated it was important that
nudges came from a trustworthy source (e.g. P437: “As long as the
creator of the nudges is morally sound, I see it as a useful method
[...]”). Some participants stated that nudges should appear only
occasionally to prevent feeling annoyed (e.g. P439: “As long as it
happens occasionally, it's okay and helpful. But I believe that the
benefits quickly turn into the opposite and people feel that things are
Jjust annoying and [nudges are] overlooked”). Hence, when looking
deeper into the answers, we identified four main aspects that were
mentioned as crucial for making nudges in cybersecurity a sensible
instrument: Not following blindly, transparency of benefits and
intentions, trustworthy sources, and only occasional appearance of
nudges.

Rating Nudges as Inappropriate. Some participants (11%) ex-
plicitly disagreed with nudging being useful in that specific context.
For instance, one participant stated: “Actually, I do not find it useful. I
find it patronizing” (P15). Another participant stated: “No, not really.
I find it annoying at a certain point” (P72). Similarly, P122 stated:
“No real risk, but annoying. I do not like, for example, to be told how
to choose my password. I know how to generate an (allegedly) strong
password but I think that it is weaker than a simple one that I can
remember without writing it down. That’s why I find nudging more
harmful”. More critically, P11 wrote: “In the end, it only serves to spy
on personal data. No normally, rationally thinking person needs that”.
Furthermore, P20 wrote: ‘Tt is a deliberate and intended manipulation
of the Internet user, which I consider very dangerous. A subconscious
control of the user takes place”. Others simply claimed they did not
find nudging in cybersecurity useful without specifying a reason
(e.g. P70: “No, I do not think it is useful”). When analyzing all an-
swers in cluster C, we found that the most frequently given reasons
for rating nudges in cybersecurity as inappropriate were: Being
superfluous, being annoying and being manipulative. We discuss
explicitly mentioned risks more precisely in the following cluster.

Comments on Potential Risks. Others (17%) only named po-
tential risks while not answering if they assessed nudging in cyber-
security as a useful instrument or not. When looking deeper into
the given answers, we found that the most frequently named risks
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were intentional misguidance / manipulation, followed by data expo-
sure / data collection. One participant wrote: ‘T am not sure how far
such nudges can be used to intercept data” (P463). Four participants
brought up the term “fake nudges” as a potential risk, which was
used as a matching part to the commonly discussed term “fake news”
(e.g. P217: ‘T only see a risk in fake nudges”). Further mentioned
risks were hackers, paternalism, people are unlearning thinking,
lack of independent control and fear of censorship. For instance,
P113 stated: “Yes, I see risks. Namely that the users rely blindly on
the programs written by humans. They only serve the purpose of
increasing their security without having to think about it themselves”.

4.2 Context-Specific Attitude Towards Nudging
in Cybersecurity

After gaining general insight into the attitude, we asked more specif-
ically on a five-step Likert scale about how useful our participants
assessed nudging in eight concrete contexts of cybersecurity that
are not exhaustive but exemplary. Scenarios were chosen by looking
for commonly implemented nudges in cybersecurity in scientific
literature (e.g. [42] for password creation) and adding other, partly
more generic scenarios for user-related cyber incidents (e.g. loss of
data). Although we set the question as optional, for all items a mini-
mum of 835 participants felt capable of answering. We included the
following contexts and scenarios: (1) password creation for impor-
tant accounts, (2) password creation for unimportant accounts, (3)
management of cryptocurrencies, (4) reminders of backups regard-
ing important data, (5) protection from loss of money, (6) protection
from loss of data, (7) prevention from sharing private data with
strangers and (8) prevention from risky behavior on the Internet.
For all investigated contexts, many participants assessed nudging
as a useful instrument. The interaction with one of the nudges had a
priming effect only for password creation (Mpyqge = 4-21, SDpydge =
1.0, Mpone = 3.85,SDpone = 1.2; F(1,769) = 22.83,p < .0005;d =
0.17). In the context of password creation, 73% agreed with nudg-
ing being useful regarding important accounts while 19% were
undecided and 8% disagreed (N=976; priming: 76%, 16%, 5%). For
unimportant accounts, still 41% (priming: 44%) rated nudges as
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Figure 3: Context-specific attitudes towards nudging in cybersecurity.

useful (N=978). Furthermore, in the context of cryptocurrencies, 51%
agreed with nudging being useful (N=835). For reminders of back-
ups regarding important data, a total of 63% agreed with nudges
being useful (N=959). Moreover, we asked our participants if they
assessed nudges as useful when they were protecting against loss
of money or loss of data. For loss of money, 78% agreed with nudges
being a useful instrument (N=950). Similarly, concerning loss of
data, 78% agreed (N=949). Regarding the prevention from sharing
private data with strangers, a total of 67% agreed with nudges being
a useful instrument while 23% were undecided and 10% disagreed
(N=960). More generally, we asked about nudges to prevent from
risky behavior on the Internet. Here, 71% rated nudges as useful,
22% were undecided and 8% rated nudges as not useful (N=971). A
visualization of the results is presented in Figure 3.

4.3 Effects of User Characteristics on Attitudes

We investigated if the attitude towards nudging was influenced by
specific user characteristics. Hence, in the following, we will suggest
our findings regarding effects of demographics and decision-making
as well as information-processing styles. We tested for statistical
significance applying a MANOVA. The overall model was significant
for all tested dependent variables. Main effects of the investigated
independent variables were mostly low to medium.
Demographics. To investigate if the attitude towards nudges
in cybersecurity differed regarding demographic characteristics of
our participants, we included demographic groups in the MANOVA
as well. Concerning gender and education, we found no significant
difference both for general attitudes and scenario-specific attitudes.
Regarding age, there were no significant differences in general
attitudes towards nudging in cybersecurity. However, the scenario-
specific assessment of usefulness slightly differed for management
of cryptocurrencies (F(4,769) = 3.24, p=.012; d=0.13) between the
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age groups. More specifically, the post-hoc tests reveal that younger
participants tend to rate nudging in those contexts as more helpful
than older participants.

Decision-Making and Information-Processing Styles. Sim-
ilar to the work of Hagman et al. [12], we further investigated if
individual differences in rational thinking and decision-making
styles were an influencing factor on the attitude towards nudging
in cybersecurity by conducting two subscales each of the Rational-
Experiential Inventory scale (REI) and the General Decision Making
Style scale (GDMS) [12, 27, 37]. We found no significant differences
regarding general and scenario-specific attitudes towards nudges in
cybersecurity between participants with a high score (from 3.0 to
5) and participants with a low score (from 1 to 2.9) on the rational
ability subscale (REI-RA: ability to think logically and analytically).
However, when comparing the results of the rational engagement
subscale (REI-RE: reliance on and enjoyment of thinking in an an-
alytical, logical manner), we found that participants with a low
score rated nudging in cybersecurity slightly but significantly less
necessary (Mpign = 3.42,SDpigh = 1.1, Mo,y = 3.17,5Dj4
1.0; F(1,769) = 9.20,p = .003;d = 0.11) than participants with a
high score. When examining the results of the GDMS-subscales,
we found that for both the general and the scenario-specific atti-
tudes it made no significant difference if participants were scor-
ing low (from 1 to 2.4) or high (from 2.5 to 5) on the rational-
subscale (making decisions in a logical and systematic way). For
the dependent-subscale (rarely making important decisions with-
out consulting other people) however, we found slight differences
regarding the attitudes. Participants with a high score rated nudg-
ing in cybersecurity as slightly more necessary than those with a
low score (Mpign = 23.30,5Dpign = 1.0, Mjpyy = 3.02,SDjq,
1.1;F(1,769) = 12.21,p = .001;d = 0.13).
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5 DISCUSSION

Nudging has emerged to be a relevant research field in the con-
text of cybersecurity to steer people’s behavior in a more secure
direction. While several works have already developed and eval-
uated different types of nudges for cybersecurity, they are often
not as effective as desired. To gain deeper insights on requirements
for successful nudging in cybersecurity, Peer et al. [29] suggest
including knowledge about the public attitude in the design pro-
cess for the specific context. As personalization is an emerging
trend to make nudges more effective, exploring people’s attitudes
for a specific context and identifying differences between people’s
characteristics can facilitate that idea. In other contexts, such as
health and privacy, attitudes towards nudging have already been
investigated. Furthermore, multiple-context studies have explored
general attitudes towards nudging for several scenarios. However,
the context of cybersecurity has largely been excluded from those
investigations. Hence, our scientific contribution is an initial explo-
ration of general and scenario-specific attitudes towards nudging
in cybersecurity through a representative survey in Germany while
identifying differences for user characteristics and priming condi-
tions.

To answer our first research question (RQ1: How do people assess
nudging in cybersecurity?), our findings suggest a partially positive
attitude of the German population. Similar to studies on the health
and privacy contexts, (1) many agreed that nudging was a helpful
instrument in cybersecurity. However (2), many were also unde-
cided if it was a necessary tool. When asking free-text questions, we
had the opportunity to gain deeper insights into the participants’ as-
sessments. For instance, 52% made an explicitly positive statement
on nudging in cybersecurity, while (3) frequently revealing benefits
such as paying more attention to online security, support for unaware
users, protection from certain risks and preservation of freedom of
choice. (4) Interestingly, 69% agreed that it was important to them
to realize when someone tried to nudge them online. We gained
insights into requirements, both concerning end-users and design-
ers, that make nudges a useful instrument in cybersecurity: (5) not
following blindly, transparency of benefits and intentions, trustworthy
sources, and only occasional appearance of nudges. The highlighted
relevance of transparency corresponds to the ethical guidelines
for nudging by Renaud et al. [34] who suggest that nudges should
be transparent to the nudgees and “should only be deployed when
the benefit is clear”. Thus, we suggest focusing on transparent
nudges for the context of cybersecurity where benefits are
evident.

Diving deeper into peoples’ assessments, we evaluated sub-
question RQ1.1 (Do people see risks of nudging in cybersecurity?).
We found that (6) generally around half of the participants did not
assess nudging in cybersecurity as dangerous, while however 21%
agreed with nudging in cybersecurity being patronizing. Again, we
gained deeper inductive insights by evaluating free-text formats.
Our qualitative content analysis revealed that (7) 12% explicitly
rated nudging in cybersecurity as inappropriate while most fre-
quently giving reasons such as being superfluous, being annoying,
and being manipulative. When asking more specific about potential
risks (8), intentional misguidance / manipulation, data exposure /
data collection, hackers, paternalism, unlearning thinking, lack of
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independent control, and fear of censorship were further mentioned.
Interestingly, four participants brought up the term “fake nudges”
in that context as a potential risk. We suggest to exhaustively
evaluate the potential risks when designing nudges in cyber-
security, aiming to address the concerns of end-users.

We further investigated sub-question RQ1.2. (Does the attitude
differ concerning different scenarios?). Here we found a widely con-
sistent attitude across most addressed scenarios. For all investigated
scenarios (9), many assessed nudging as a useful instrument while
revealing the largest approval for nudges to protect against loss
of data. We suggest to further extend the design of nudges to
other scenarios in cybersecurity, such as protection against
loss of data and money.

For further insights we evaluated sub-question RQ1.3. (Do user
characteristics or priming conditions affect the attitude?). We in-
vestigated if interacting with an exemplary nudge for stronger
passwords affected the attitudes. We found that indeed (10) partici-
pants that beforehand interacted with an exemplary nudge were
less likely to agree with nudging in cybersecurity being danger-
ous, patronizing or superfluous. While demographic characteristics
had almost no effect on the attitudes, we found (11) that decision-
making and information-processing styles were slightly affecting
attitudes, too. People that do not rely on and do not enjoy thinking
in an analytical way, assessed nudging in cybersecurity as slightly
less necessary. Hence, consistently with the work of Hagman et
al. [12], differences in the REI score did slightly affect attitudes
towards nudging in cybersecurity. Furthermore, participants that
tend to make important decisions consulting other people rated
nudging in cybersecurity as slightly more necessary than partic-
ipants. Hence, our findings suggest that decision-making as well
as information processing styles make small but significant differ-
ences for attitudes towards nudging in cybersecurity. To facilitate
personalization, we suggest considering user characteristics
for the design of nudges in cybersecurity where sensible. We
however suggest to identify other psychometric scales that
have a greater impact on attitudes.

Our findings on RQ1I reveal a partially positive attitude towards
nudging in cybersecurity. However, we further found that people
perceive a number of potential risks as well. Although the major-
ity stated to have never noticed nudges for cybersecurity, it was
striking that many were able to thoroughly think about potential
benefits and risks which can partly be addressed by recommenda-
tions retrieved from our findings. As Peer et al. [28] have stated,
the effectiveness of nudges “strongly relies on voluntary compliance”
[and] public attitude towards specific nudges can play an important
role” [28].

Summarizing our previously demonstrated main findings on
RQ1, we make several suggestions to address challenges and make
nudges in that specific context more effective and to facilitate the
emerging trend of personalization (see Table 1), answering our
second research question (RQ2: What are design implications for
nudging in cybersecurity?). Given the concern that users might rely
blindly on the feedback of nudges when moving through the digital
space (challenge 1), we consider it crucial to design nudges for
cybersecurity that encourage individual users to keep thinking for
themselves while being assisted by nudges. Similarly, we found that
making transparent that final decisions are up to the end-user may
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be an important step to avoid reactance and feelings of paternalism
(challenge 2). Further, to design effective nudges, our findings re-
veal that considering users requirements and concerns is essential.
We found that this applies to making benefits of nudges salient
(challenge 3), taking fear of potential risks serious (challenge 4),
and enabling users to understand if a nudge comes from a trustwor-
thy source (challenge 5). While we have identified several design
implications for nudges in cybersecurity, it is still important to not
overuse nudges, even when designed adequately, and to implement
nudges that do not significantly delay the respective process. Our
findings reveal that users tend to feel annoyed when nudges are
used when not necessary (challenge 6).

6 CONCLUSION & LIMITATIONS

Nudging in cybersecurity is perceived as helpful by many German
citizens, however they see potential risks as well. We suggest to
address the perceived concerns and to extend research on how
far those fears pose a realistic threat. The majority states to have
never consciously noticed nudges for cybersecurity. Interestingly,
many participants were still able to evaluate possible benefits and
disadvantages. However, our survey questions were based on a
priming description of nudges that highlighted specific application
scenarios (especially password creation) more than others. Hence,
we suggest gaining richer insights into the attitudes based on differ-
ent scenarios to enhance a vivid imagination of benefits and risks,
preferably in realistic field study. We propose that a comprehensive
knowledge on people’s attitudes is a first step to enhance effective-
ness of nudges in cybersecurity as it facilitates personalization and
helps to address concerns adequately.

While our work is an initial contribution, it also has its lim-
itations: (1) The results were acquired using a survey, which is
a method prone to social desirability biases and relies on self re-
port. While it is a challenge to measure attitudes indirectly, we
suggest utilizing complementing techniques of data collection (e.g.,
thinking-aloud studies) to find more reliable results. (2) Also, it is
important to consider that we used a selection of priming conditions
as exemplary password nudges for comparison with a control group
without a nudge, other than an exhausting selection of nudges of
all inquired contexts. Of course, different types of nudges (e.g., fear
appeals) and priming nudges for other contexts than password cre-
ation may result in different context-related attitudes. Also, our
experiment was conducted using a web browser on a PC and may
differ when displaying the selected nudges e.g. on a smartphone or
with different size, timing and frequency. Hence, we suggest taking
a thorough look at a more exhaustive selection of priming condi-
tions in future studies. (3) Although the sample was representative
concerning several characteristics, the method implies the risk of
participants being more technophile than the average internet user.
(4) Our survey questions were not based on a standardized test;
hence, other methods need to confirm that we measured attitudes
in an adequate way. (5) Furthermore, many differences cannot be
considered strong. Thus, they reveal existing tendencies other than
game-changing influences. Our work provides an opportunity for
cross-country comparability in future studies which may contribute
to a more accurate understanding of the perception of nudging as
an instrument in cybersecurity.
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- without a school diploma / certificate of secondary educa-
tion

— general certificate of secondary education

— qualification for university entrance / university degree
e What is your monthly household income?

— under 2,000

— €2,000 to €4,000

— above €4,000
o I regularly interact with IT systems in my everyday life.

[Likert scale from 1 (strongly disagree) to 5 (strongly agree)]

A.2 Psychometric Tests

o General Decision Making Style (subscales R = rational and D
= dependent) [37] [scoring: 1 (strongly disagree) to 5 (strongly
agree)]

— I rarely make important decisions without consulting
other people. (D)

— I double-check my information sources to be sure I have
the right facts before making decisions. (R)

— Tuse the advice of other people in making my important
decisions. (D)

— I'make decisions in a logical and systematic way. (R)

— I'like to have someone to steer me in the right direction
when I am faced with important decisions. (D)

— My decision making requires careful thought. (R)

— When making a decision, I consider various options in
terms of a specific goal. (R)

— I often need the assistance of other people when making
important decision. (D)

— If I have the support of others, it is easier for me to make
important decisions. (D)

— I'make decisions in a logical and systematic way. (R)

o Rational-Experiential Inventory (subscales RA = rational abil-
ity and RE = rational engagement [27] [scoring: 1 (strongly
disagree) to 5 (strongly agree)])

— I'try to avoid situations that require thinking in a depth
about something. (RE)

— I’'m not that good at figuring out complicated problems.
(RA)

— I enjoy intellectual challenges. (RE)

— TI'am not very good at solving problems that require careful
logical analysis. (RA)

— I'don’t like to have to do a lot of thinking. (RE)

— I enjoy solving problems that require hard thinking. (RE)

— Thinking is not my idea of an enjoyable activity. (RE)

— I am not a very analytical thinker. (RA)

- Reasoning things out carefully is not one of my strong
points. (RA)

— I prefer complex problems to simple problems. (RE)

- Thinking hard and for a long time about something gives
me little satisfaction. (RE)

— Idon’t reason well under pressure. (RA)

— TI'am much better at figuring things out logically than most
people. (RA)

— I'have a logical mind. (RA)

— I enjoy thinking in abstract terms. (RE)
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— TI'have no problem thinking things through carefully. (RA)

- Using logic usually works well for me in figuring out
problems in my life. (RA)

— Knowing the answer without having to understand the
reasoning behind it is good enough for me. (RE)

— T usually have clear, explainable reasons for my decisions.
(RA)

- Learning new ways to think would be very appealing to
me. (RE)

A.3 Items on Attitudes

A nudge is an instrument to alter people’s behavior. The individual
is gently steered in a specific direction without forbidding any alter-
native options. In the context of health, an exemplary nudge can be
arranging fruits and vegetables in the school cafeteria at eye level.
Thus, the students are animated to choose healthier food.

Also, in the context of cybersecurity nudges can be applied to steer
people’s behavior in a more secure direction. Nudges can, for instance,
remind of backups of important data, warn against phishing mails or
indicate when a password is not strong enough. That can, for example,
take place using images, slogans or colors among other.

Please indicate to what extent you agree with the following state-
ments. There is no right or wrong, we are only interested in your
opinion.
e Nudging in cybersecurity is ... [scoring: 1 (strongly disagree)
to 5 (strongly agree)]
— helpful
- dangerous
- necessary
— patronizing
— superfluous
e It is important to me to understand how the assessment of
the strength of my password was calculated online. [scoring:
1 (strongly disagree) to 5 (strongly agree)]
e It is important to me to realize when someone tries to nudge
me online. [scoring: 1 (strongly disagree) to 5 (strongly agree)]
e Nudging is useful for the following contexts: [scoring: 1
(strongly disagree) to 5 (strongly agree), no answer]
— password creation for important accounts
— password creation for unimportant accounts
— management of cryptocurrencies
— reminders of backups regarding important data
— protection from loss of money
- protection from loss of data
— prevention from sharing private data with strangers
— prevention from risky behavior on the Internet
e Do you consider nudges to be a sensible way to steer online
behavior in a secure direction or do you see any risks? [free-
text format]
e Have you ever noticed nudges online? [yes, no, no answer]
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