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Countering Fake News Technically — Detection
and Countermeasure Approaches to Support
Users

Katrin Hartwig and Christian Reuter

Abstract

The importance of dealing with fake news has increased in both political and social
contexts: While existing studies mainly focus on how to detect and label fake news,
approaches to help users make their own assessments are largely lacking. This article
presents existing black-box and white-box approaches and compares advantages and
disadvantages. In particular, white-box approaches show promise in counteracting
reactance, while black-box approaches detect fake news with much greater accuracy.
We also present the browser plugin TrustyTweet, which we developed to help users
evaluate tweets on Twitter by displaying politically neutral and intuitive warnings
without generating reactance.

7.1 Introduction

For some time now, social networks such as Facebook and Twitter have increasingly
served as important sources of news and information. The result is a dissemination of
information that is partially independent of professional journalism. The large amounts of
data and information available can be overwhelming. In this context, the term “information
overload” was coined (Kaufhold et al. 2020). At the same time, it facilitates the dissemina-
tion of dubious or fake content. Steinebach et al. (2020) cite “high speed, reciprocity, low
cost, anonymity, mass dissemination, fitfulness, and invisibility” as characteristics that
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favor the spread of disinformation on the Internet and especially in social networks.
Furthermore, similar phenomena such as the spread of false rumors or clickbaiting can
also occur in professional journalism, favoured by the highly attention-based online
market.

Since the 2016 presidential election in the United States, the term fake news has become
widespread and has been taken up both in academic contexts and in public debates. Fake
news are defined by the EU Commission as “all forms of false, inaccurate, or misleading
information designed, presented and promoted to intentionally cause public harm”
(European Commission 2018). Allcott and Gentzkow (2017, p. 213) define fake news as
“news articles that are intentionally and verifiably false, and could mislead readers.” Studies
have shown that fake news often results from minor changes in the wording, so that the
basic sentiment changes, for example, rather than being completely made up (Rashkin et al.
2017).

In Germany, too, the 2017 federal elections were accompanied by discussions about the
influence of fake news. However, the research results of a study by Séngerlaub (2017)
show that there was no significant fake news during the election campaign that would have
influenced the election results. These observations suggest that the public’s perception of
fake news is different from its actual influence. People often find it difficult to distinguish
between fake news and true news, as hardly any fake news is completely false and true
news can also contain errors (cf. Potthast et al. 2018).

In addition, even more recent events are accompanied by a flood of misinformation. In
particular, problematic clips on the spread of the coronavirus have been called out hundreds
of thousands of times on the video platform TikTok. To counteract this, TikTok users are
“increasingly reminded to report content” (Breithut 2020). Videos with misleading infor-
mation are deleted by the company accordingly.

Recent research continues to show that only a limited number of individuals are actually
vulnerable to being influenced by fake news (Dutton and Fernandez 2019). A Twitter
analysis in the US found that “only 1% of users were exposed to 80% of fake news, and
0.1% of users were responsible for sharing 80% of fake news” (Grinberg et al. 2019).
Although the actual impact of fake news is still a controversial topic and research suggests
that only a few users are susceptible to it, large parts of the population seem to have already
encountered fake news. A representative survey in Germany from 2017 shows that fake
news plays a significant role in the perception of the population. 48% stated that they had
already experienced fake news. Furthermore, 84% were of the opinion that fake news
posed a danger and could manipulate the opinion of the population. 23% stated that they
had already deleted or reported fake news. In contrast, only 2% said they had ever created
fake news themselves (Reuter et al. 2019). An overview of the results is shown in Fig. 7.1.

In summary, fake news can certainly have negative effects, for example on democracy
and public trust (Zhou et al. 2019). In fact, there have already been cases where the spread
of fake news has caused significant damage. In 2013, for example, a fake tweet from the
hacked account of the US news agency Associated Press caused $130 billion in stock
market damage, falsely reporting explosions at the White House (Rapoza 2017). Further,
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Table 7.1 Steps for technical support in dealing with fake news

Steps 1. Detection 2. Countermeasure approaches

Description | Detecting disinformation; for example, | Take measures to protect users from the
identifying from a set of tweets those effects of fake news and empower them
tweets that contain fake news to evaluate content themselves

fake news of the #PizzaGate conspiracy theory led to a shooting at a pizzeria in Washington
D.C. (Aisch et al. 2016).

Technical solutions for dealing with fake news, especially in social networks, have great
potential to counteract the influence of fake news with less user effort. In principle, two
steps are necessary in the development of technical support approaches for dealing with
fake news: Detect fake news and take countermeasures to protect and support users
(Potthast et al. 2018). These are explained in more detail in Table 7.1.

It is also important to consider who is ultimately responsible. The representative study
by Reuter et al. (2019) investigated the opinions of the German population on how to deal
with fake news. Among other things, participants were asked to rate the following
suggestions for dealing with fake news on a five-point Likert scale: quick reactions by
the authorities, operators must delete malicious and invented content, operators should flag
fake news, transparent and self-critical journalism, and the establishment of state IT
defense centers. Most participants said they agreed with all the proposed measures. The
idea of setting up state IT defence centres to combat fake news showed the lowest level of
acceptance (72%) compared to the other items (Reuter et al. 2019).

7.2 Detection of Fake News in Social Media
7.2.1 Approaches

Since, according to Vosoughi et al. (2018), fake news spread faster than true news,
interdisciplinary approaches are essential to address the complex challenges involved.
Various methods already exist to detect fake news on social media. For example, platforms
can allow their users to report suspicious content. Furthermore, professional fact checkers
can manually verify or refute the reported content. In addition, the research field of
automated fake news detection is growing through technical solutions, such as style-
based fake news detection, propagation-based and context-based fake news detection
(Potthast et al. 2018; Zhou et al. 2019).

A good overview of common detection approaches for fake news is provided by
Steinebach et al. (2020). The authors distinguish between the detection of misinformation
regarding texts, images and bots. Zhang and Ghorbani (2020) further differentiate auto-
matic detection methods according to three categories — component-based, data mining-
based and implementation-based approaches. In this context, component-based detection
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methods examine, for example, the authors of fake news or users of social media based on
sentiment analysis. Sentiment analysis belongs to the field of text mining and uses signal
words, for example, to automatically investigate which sentiments and moods prevail in
texts by certain authors. Furthermore, component-based detection methods examine news
content on the basis of linguistic (e.g., particularly many exclamation marks), semantic
(e.g., particularly attention-grabbing titles that conflict with the body of the text in terms of
content), knowledge-based (e.g., websites that use expert knowledge), or style-based (e.g.,
writing style with a particularly high number of emotional words) features as well as the
social context on the basis of user network analyses or distribution patterns. The category
of data mining-based detection methods, on the other hand, distinguishes supervised and
unsupervised learning. Further, the category of implementation-based approaches
distinguishes real-time and offline detection of fake news (cf. Zhang and Ghorbani
2020). The categorization of fake news detection methods can be found in Fig. 7.2.

Many approaches focus on characteristics of text content (Granik and Mesyura 2017;
Gravanis et al. 2019; Hanselowski et al. 2019b; Potthast et al. 2018; Rashkin et al. 2017;
Zhou et al. 2019). The annotated corpus of Hanselowski et al. (2019a) provides a founda-
tion for machine learning approaches to automated fact checking. Others study user
interaction (Long et al. 2017; Ruchansky et al. 2017; Shu et al. 2019b; Tacchini et al.
2017) or content propagation within social networks (Monti et al. 2019; Shu et al. 2019a;
Wu and Liu 2018). Other work addresses the relationship of the headline to the body of the
text (Bourgonje et al. 2018), argumentation (Sethi 2017), and conflicting perspectives on a
topic (Jin et al. 2016).

Following existing approaches for identifying spam messages, Naive Bayes classifiers
are often used for the detection and probability calculation of fake news. Here, objects are
assigned to a class (e.g., (a) fake news or (b) correct information) that they are most likely
to resemble, based on Bayes’ mathematical theorem. Since articles that contain fake news
often share the same word groups, Naive Bayes classifiers can be used to calculate the
probability that articles contain fake news (Granik and Mesyura 2017). Both Pérez-Rosas
et al. (2017) and Potthast et al. (2018) resort to linguistic and semantic features (e.g., certain
N-grams, sentence and word proportions) for fake news detection. In this context, Potthast
et al. (2018) focus in particular on stylistic features for news containing left- or right-wing
extremist content. Here, it is noticeable that despite very different political orientations, the
writing styles used are very similar. Furthermore, it becomes apparent that superlatives and
exaggerations are increasingly used in fake news (Rashkin et al. 2017).

Algorithmic machine learning approaches, e.g. from Perspective API, are used to
recognize certain speech patterns that are essential for detecting fake news. These check
statements and messages for short sentences and certain tenses, for example. Fact-checking
websites such as PolitiFact rank verified articles on a scale scaled from “true” to “absolutely
false” (Rashkin et al. 2017, p. 2931). Another approach by Gravanis et al. (2019) describes
that identifying fake news requires a tool that can detect the profiles of people who create
fake news. Castillo et al. (2011) also use various characteristics of user profiles (e.g.,
registration age) to identify fake news. In addition to content and stylistic verification
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Fig. 7.3 Visualization of the Input
black box (top) and white box L Black Box L JRELCIENE
approach (bottom)
Input oo ®
— % " *.0 mmp Fake News
o0

mechanisms, there is the propagation-based fake news detection approach. This examines
how news is propagated in social networks (Zhou et al. 2019).

7.2.2 Black Box Versus White Box

However, the aforementioned detection algorithms have a significant drawback: they are
black-box based and accordingly do not provide end-users with an explanation of
automated decision-making. Users can observe the input (e.g., a tweet) and the output
(e.g., the marking of the tweet as fake news), but receive no information about what
happens in between (e.g., why a tweet was marked as fake news). The counterpart of
blackbox approaches is called whitebox approach. In this, the internal processes between
input and output can be observed. In the context of fake news, whitebox approaches enable
the traceability of indicators for false content. Accordingly, users here have access to all the
necessary information to understand why the algorithm generated a specific output. A
corresponding visualization is shown in Fig. 7.3.

In other contexts where machine learning is applied, the need for “interpretability,
explainability and trustworthiness” is already highlighted and increasingly discussed
(Conati et al. 2018, p. 24). Explainable machine learning sets out to build user trust in
the results of systems (Ribeiro et al. 2016). So far, however, there are few approaches to
fake news detection that use explainable machine learning. The approaches of Reis et al.
(2019) and Yang et al. (2019) are worth mentioning.

Other whitebox approaches focus on user education with the aim of improving media
literacy. Studies have shown that improved media literacy can have promising
counteracting effects in dealing with fake news (Kahne and Bowyer 2017; Mihailidis
and Viotty 2017). If the ability to autonomously evaluate online content is improved
through whitebox approaches, this can reduce reactance and prevent the backfire effect.
Nyhan and Reifler (2010) refer to the backfire effect as the emergence of anger and defiance
when political content in particular contains a warning label. Users tend to believe the
content all the more then, as they “perceive the correction as an illegal persuasion attempt”
(Miiller and Denner 2017, p. 17). Hartwig and Reuter (2019) designed a browser plugin
that provides politically neutral and transparent cues about characteristics of a tweet on
Twitter that indicate untrustworthy content. In a similar approach, Bhuiyan et al. (2018)
present a browser plugin designed to help users on Twitter better assess the credibility of
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news articles through nudging. Targeted questions (e.g., Does the post tell the whole
story?) serve as a nudge to encourage users to think reflectively. Further, Fuhr et al.
(2018) present an approach in which they label online texts in terms of, for example,
facts and emotions, similar to nutritional information on food labels, to help readers make
informed judgments. Instead of clear black-box or white-box approaches, platforms usually
use combinations of different strategies to detect fake news. For example, Facebook offers
users the possibility to report suspicious content and at the same time applies algorithms to
detect and prioritize fake news, which are examined by independent fact checkers in the
following (McNally and Bose 2018; Mosseri 2016).

7.3 Countermeasures to Support Users

A large body of academic work has already explored ways to automatically detect fake
news. However, less attention has been paid to the next step, namely what to do when
misinformation has finally been detected in social media. Has misinformation been suc-
cessfully identified? Are there different approaches to deal with it in the following?

As misinformation spreads primarily through social media, platforms such as Facebook,
Twitter and Instagram have begun to counteract it. Many of the approaches are directly
visible to users and influence the experience on social networks. Facebook, in particular,
has employed a number of practices as potential countermeasures since 2016 (Tene et al.
2018). For example, after the 2016 US election, Facebook began displaying warnings
under controversial posts (Mosseri 2016). However, according to media reports, this
feature was withdrawn after persistent criticism. Since then, Facebook has used more
subtle techniques to limit the reach of controversial posts, such as reducing the post size,
listing fact-check articles, and lowering the post ranking in the newsfeed (McNally and
Bose 2018). These countermeasures appear to have roughly the desired effect of reducing
the spread of fake news on the social network. Since their introduction in 2016, interaction
with fake news on Facebook has been reduced by more than 50% (Allcott et al. 2019). In
their paper, Kirchner and Reuter (2020) provide an overview of different social media
techniques used. They further compare the effectiveness and user acceptance of different
measures such as the display of warnings or related articles and the provision of additional
information.

However, flagging and deleting false content may not be effective and sometimes even
counterproductive. In contrast, many researchers see media literacy training as a promising
strategy (Miiller and Denner 2017; Stanoevska-slabeva 2017; Steinebach et al. 2020).
Studies have shown that people with high media literacy are able to easily identify much
of German-language fake news based on various factors such as text structure, as misin-
formation in the body of the text often has more than two spelling mistakes, consistent
capitalization, or punctuation errors (cf. Steinebach et al. 2020). However, since most
approaches to automatically detect and label fake news use black-box algorithms, and this
is also the case with many widely used machine learning techniques, they usually cannot
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clarify why they label certain content as fake news. Presenting users with a label can even
lead to reactance if it does not match their own perception. This effect is generated by the
so-called confirmation bias, which occurs when news is considered true precisely when it
corresponds to one’s ideology (Kim and Dennis 2018; Nickerson 1998; Pariser 2011).

Bode and Vraga (2015) investigated the possibility of combating misinformation with
corrective information in the “Related Articles” section under the respective article.
Researchers have previously shown that warnings about misinformation reduce its per-
ceived accuracy (Ecker et al. 2010; Lewandowsky et al. 2012; Sally Chan et al. 2017), but
these can also fail (Berinsky 2017; Nyhan and Reifler 2010; Nyhan et al. 2013). For
example, Garrett and Weeks (2013) compared immediate versus delayed rectification for
misformation. They found that immediate rectification had the most significant impact on
perceived correctness. However, when misinformation confirms users’ opinions, the
potential for a backfire effect is greater (Kelly Garrett and Weeks 2013). Pennycook
et al. (2018) show that a related phenomenon — repeated consumption of misinformation
increases perceived Illusory Truth Effect accuracy — can also be applied to fake news on
social media. In addition, they found that warnings can decrease the perceived accuracy of
content. Pennycook et al. (2019) confirm the positive effect of such warnings. Using a
Bayesian implied truth model, they argue that showing warning notifications for false news
not only reduces belief in its accuracy, but also increases belief in the accuracy of news
without an attached warning. Clayton et al. (2019) compare several types of warnings. In
addition to specific warnings about false headlines, they also test a general warning without
reference to a specific post. Facebook had displayed such a warning across users’ newsfeed
in April 2017 and May 2018, in which it warned against misinformation in general. In
addition, they examine two different ways of phrasing specific warnings about headlines:
“disputed” and “rated false”. Their results show that general warnings have a minimal
effect, but specific warnings have a significant effect. Thus, they confirm the findings of
Pennycook et al. (2019). This group of researchers concluded that “rated false” warnings
are significantly more effective than those labelled “disputed”.

7.4  TrustyTweet: A Whitebox Approach to Assist Users in Dealing
with Fake News

As shown in Sect.7.3, increasing media literacy is a promising strategy for dealing with
fake news. By providing transparent and identifiable indicators of fake news, users can be
supported in forming opinions about online content. In this context, it is important to
differentiate between assistance systems that give neutral advice based on transparent
indicators and systems that cause reactance in order to counteract a backfire effect. The
use of a white box approach instead of a black box approach is an important step to reduce
or prevent reactance.

In the following, the browser plugin TrustyTweet is presented, which aims to support
users in dealing with fake news on Twitter by providing politically neutral, transparent and
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Table 7.2 Potential indicators for fake news

Indicator Example Literature

Continuous capitalization CONTINIOUS Steinebach et al. (2020); Wanas et al.
CAPITALIZATION | (2008); Weerkamp and De Rijke (2008);
Weimer et al. (2007)
Excessive use of punctuation Excessive use of Morris et al. (2012);Wanas et al. (2008).
punctuation!!!

Wrong punctuation at the end | Wrong punctuation Morris et al. (2012); Weimer et al. (2007)
of a sentence at the end of the
sentence!! 1

Excessive use of emoticons Wanas et al. (2008); Weerkamp and De
and especially attention- Rijke (2008)
grabbing emoticons

The use of the standard profile Morris et al. (2012)
screen

Lack of official account Morris et al. (2012)
verification, especially for
celebrities

intuitive advice (Hartwig and Reuter 2019). In particular, this approach aims to be a helpful
assistant without leading to reactance. Users are thus not deprived of their own judgment.
The aim is to bring about a learning effect regarding media literacy that makes the plugin
redundant after prolonged use. In contrast to other approaches, TrustyTweets is therefore
based on a white-box technology. The plugin was developed in a user-centered design
process within the “design science” approach. Potential indicators of fake news were
identified by weighing approaches that have already proven promising in scientific work.
The focus is on heuristics that people intuitively and successfully use and that are easy to
understand. However, it is important to emphasize that this approach cannot encompass all
relevant indicators of fake news.

The following characteristics are used as potential indicators (Table 7.2):

TrustyTweet was developed for the Firefox web browser. Its main components are a text
box that contains all the indicators detected in a tweet and serves as a warning notification,
two different icons to indicate whether indicators have been detected in the tweet and,
finally, another icon to access the settings that open in a popup window. Next to each
indicator is a link to access general information about that indicator in a popup window.
Moving the mouse over an indicator dynamically highlights the corresponding component
in the tweet (see Fig. 7.4). This allows users to immediately see why a warning is displayed.
The main icon of the plugin serves as a toggle button for the text box. Users can decide if
they want to see all detected indicators next to the respective tweet or if they just want to see
an icon and switch to the textbox if needed to see why the current warning is displayed. A
key feature of TrustyTweet is the configuration popup. By using checkboxes, users can turn
on and off individual indicators to investigate tweets. In this way, our plugin provides a
stronger sense of autonomy and counters paternalism.
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Erika Steinbach @ @SteinbachErika - Oct 5 v dlEmoticons moe
Das bedeutet, 30% sind Ausldnder, deren Anteil damit bezogen auf El
Gesamtbevélkerung Uberproportional ist I =

ESA® @esa - Oct 1 v

A portion of Comet #67P as viewed by @ESA_Rosetta on 22 September 2014. Two
years later, on 22 September 2016 Rosetta concluded its trailblazing mission -

@esascience #10TW selected & processed by @landru79.

<

Donald J. Trump @realDonaldTrunp - Jun 18 Verification more

we WILL have a space force, and the martians will pay for it! Capitalization more

<

Donald J. Trump & @realDonaldTrunp - Jun 9 Verification more

I'm resigning!

[

@
@

Fig. 7.4 Sample output from TrustyTweet. (Hartwig and Reuter 2019)

The usability and user experience of the plugin were evaluated in initial qualitative
thinking aloud studies with a total of 27 participants. The support tool was largely rated as
helpful and intuitive. Furthermore, the findings of our study provide indications for the
following design implications for support tools in dealing with fake news:

—_

. Personalization to maintain personal autonomy: The configuration feature is important

to increase autonomy and prevent reactance.

2. Support users by providing transparent and objective information: The indicators need
detailed descriptions that make it clear why they are relevant for detecting fake news.
According to our testers, it is of great importance that the descriptions are politically
neutral and formulated in an objective way.

3. Clear mapping of alerts: Highlighting components of a tweet when hovering over it
when a warning has been triggered has been deemed one of the most helpful plugin
features and is indispensable to achieve a learning effect.

4. Personalized perceptibility: The toggle feature of the warnings was also positively
received. Many participants liked the feature of displaying detailed text boxes only
when needed and otherwise mainly paying attention to the color of the icon.

5. Minimizing false alarms: As in many other contexts (e.g. warning apps), it is very

important to minimize false alarms, otherwise users might lose attention to the plugin or

uninstall it before a learning effect has occurred. To improve the plugin in this respect,
some respondents suggested the display of gradual warnings (for example in traffic light
colors) as a possible alternative.
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7.5 Conclusion and Outlook

Dealing with fake news is currently a major challenge for society and politics (cf. Granik
and Mesyura 2017). Studies have shown that there is a great need for assistance systems to
support social media users. So far, research has focused in particular on using machine
learning algorithms to detect and label fake news. For example, Gupta et al. (2014) present
a browser plugin that automatically assesses the truthfulness of content on Twitter. Other
approaches (e.g., Fake News Al) also use machine learning. Still other approaches rely on
whitelists and blacklists (e.g., B.S. Detector) to detect fake news. However, black-box
methods run the risk of causing reactance, as they cannot give reasons for their fake news
alerts.

In our eyes and following the opinion of other studies (Miiller and Denner 2017;
Stanoevska-slabeva 2017), improving individual media literacy is a central strategy in
dealing with fake news. The initial empirical results of the conducted study show that our
indicator-based white-box approach to support Twitter users in dealing with fake news is
potentially promising if the following five design implications are considered:
Personalizability to increase autonomy, transparent and objective information,
unambiguity of warnings, personalized perceptibility, and minimization of false alarms.
For future studies, a combination of automatic detection of fake news and subsequent use
of TrustyTweet as a support measure is planned. Here, the advantages of both methods
could be used: the transparent and easy-to-understand indicators and the accurate detection
of black-box methods. A corresponding representative online experiment on the effective-
ness of TrustyTweet in combination with automatic detection procedures as a supplement
to the qualitative study conducted is being planned.
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