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ABSTRACT

Amidst the ongoing anti-military protests in Myanmar since 2021,
there is a noticeable research gap on ICT-supported activism. Gen-
erally, ICTs play an important role during political crises in conjunc-
tion with activists’ practices on the ground. Inspired by Resource
Mobilization Theory, I conducted qualitative interviews (N=16) and
a qualitative online survey (N=34), which demonstrate the intersec-
tion between analog and digital domains, showcasing the ingenuity
of the activists, and the rapid adoption of ICTs in a country that
has experienced a digital revolution within the last few years. As
not all people were able to protest on-the-ground, they acted as
keyboard fighters to organize protests, to share information, and to
support the civil disobedience movement in Myanmar. The study
identifies, inter alia, the need for better offline applications with
wider coverage in times of internet shutdowns, applications that
cannot be easily identified during physical controls, and providing
free and secure VPN access.
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1 INTRODUCTION

In recent years, the use of information and communication tech-
nologies (ICTs), particularly social media (SM) and instant mes-
sengers, during political crises have received increasing scholarly
attention, including from the HCI community [6, 22, 53, 115]. In the
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early 2010s, the prevalence of ICTs became evident during wide-
spread protests, including those that swept across much of the Arab
world. Both activists and authoritarian actors skillfully harnessed
technology’s potential for multiple objectives, such as protest orga-
nization, gaining international attention, and surveillance [53, 108].
Since February 2021, many citizens from Myanmar have been using
SM and instant messengers to protest against the military coup.
The protest movement, locally also known as “Spring Revolution”,
emerged right after the military took over power and state coun-
selor Aung San Suu Kyi was detained [95]. After the elections in
2020, the first legislative period of the democratically elected party,
the National League for Democracy (NLD), was to begin on Febru-
ary 15t 2021. On this day, the Sit-tat!, the armed force under Min
Aung Hlaing, staged a coup, claiming electoral fraud by Aung Sang
Suu Kyi’s NLD. In response, mass protests were organized across
the country, primarily by young people [50]. Compared to previous
protests in Myanmar (e.g., 1988, 2007, and 2015), information about
the mass protests were now being spread (inter)nationally via SM,
although hampered by blocked websites and internet shutdowns
by the military [45]. Young people are “Myanmar’s first generation
of digital natives who participate and shape their identities in com-
munication and dialogue with global digital media content” [50, p.
12]. With both the military using ICTs to consolidate control and
civil society using it to gather information and as a “natural place
for opposition” [45, p.14], the importance of ICTs, particularly SM,
becomes highly evident since the coup.

To date, in contrast to numerous studies on e.g., the MENA?
region, little research on Southeast Asia, including Myanmar, has
examined the complex landscape of technologies used and the ca-
pabilities required to use them. Additionally, while existing studies
in this region have primarily focused on Facebook (FB) and Twitter
(known as X since July, 2023), relatively little research has been
done on the use of instant messengers like WhatsApp and Signal
during protests, as well as activists’ technical requirements in con-
flict driven contexts. Building on this foundational perspective, the
following research questions (RQs) will be addressed:

(1) How are ICTs used by protesters as a resource for mobiliz-
ing virtual and analog protests in the anti-military protest
movement in Myanmar in 20217

(2) What opportunities and challenges are encountered in the
use of ICTs and how do protesters in Myanmar deal with
them?

IThe military is often referred to as the Tatmadaw, a term that has drawn criticism by
the population since Tatmadaw means “Royal Armed Forces”. The term is considered
problematic as it fails to reflect the non-royal nature of the military today. According
to Desmond [25], “Now, we Burmese are not using the term Tatmadaw and are just
referring to the armed forces as Sit-tat, or military, with no reference to glory”.
2Middle East and North Africa.
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(3) What technical requirements are identified by activists in
times of protest?

Since the conditions during the protests in Myanmar are highly dy-
namic, the insights provide historical snapshots that reflect the state
of affairs around mid-2021. Based on a qualitative online survey
(N=34) and qualitative interviews (N=16) with activists in Myan-
mar conducted only shortly after the coup and in the midst of the
protests, the study, using the lens of Resource Mobilization Theory
(RMT) and qualitative content analysis [61], examines protesters’
use of ICTs, especially regarding SM and messengers, how it has
changed since the coup d’état, and how it has been used as an es-
sential resource for mobilization. Furthermore, the study explores
how activists adjust to varying circumstances, such as internet
shutdowns and the implementation of a new Cybersecurity Law
[100]. Lastly, context specific recommendations for improving tech-
nology to enhance the security and connectivity of activists during
instances of military coups and suppression will be provided. The
study captures relevant dynamics in Myanmar and thus provides
a crucial and empirical contribution to existing literature on ICT-
supported activism [117].

2 STATE OF THE ART: ICT AS A RESOURCE IN
A POLITICALLY CONTENTIOUS CONTEXT

Since the emergence of ICTs, a substantial body of academic re-
search has delved into the role of SM in fostering activism within
conflict-affected contexts. In this section, RMT is presented as a
theoretical framework for understanding the developments of both
analog and virtual protests. Subsequently, studies dedicated to ICT-
supported activism in fragile contexts are presented, aiming to draw
relevant parallels.

2.1 Resource Mobilization Theory

In the study of social movements, RMT builds on a longstanding
tradition of analyzing “contentious politics” [105] and the success
or failure of collective action depending on the availability and use
of resources which include material, human, social-organizational,
moral, and cultural resources. Individual components are then cate-
gorized within these overarching groups (e.g., knowledge, money,
solidarity) [27]. Generally, RMT understands protesters as rational
actors (with grievances), who may be more likely to be successful
when they have access to relevant resources (and know how to use
them effectively) and follow organizational procedures that match
their motives. By focusing on resources, the theory shifts attention
away from simply examining grievances and instead emphasizes
the strategic choices and capabilities of the movement [28].

ICTs can serve as valuable assets for social movements by reduc-
ing communication expenses and expanding their reach through in-
creased user engagement (scale change) [32, 67]. It enables “resource-
poor” actors, with fewer financial resources or facing contextual
constraints, to communicate with a wide audience [23], and to build
a widely interconnected movement more easily [67, 104, 105]. The
availability of resources is profoundly embedded in existing social
and economic relations, leading to substantial variation among
social groups and zones. However, having access to ICTs does not
guarantee success [29].
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Besides rather positive aspects, such as enhancing mobilization
and increasing international attention (which is particularly rele-
vant for social movements facing domestic repression), ICTs as a
resource can be inaccessible due to firewalls, and also contribute to
surveillance, and persecution of protesters [67]. In the context of
information systems research, Ortiz and Tripathi (2017) [75] pay
special attention to socio-organizational resources, namely rele-
vant actors for the successful mobilization on SM. They also refer
to relational understandings of affordances of SM, which do not
consider affordances for collective action to be established by mere
properties of artifacts and human perceptions. Instead, they may
be related to human agents’ dispositions and social context [122].

2.2 Collective Use of ICTs by Activists during
Political Crises

In recent years, numerous studies have examined activists’ use of
ICTs in politically contentious contexts, employing both quanti-
tative and qualitative approaches [6, 54, 63]. In contrast to quan-
titative studies, qualitative studies offer a deeper understanding
of the practical use of ICTs on the ground. As a result, they can
also provide new insights for software design and implementation
[77, 78], especially in contexts that have not been investigated by a
large body of research work yet. Research, including studies con-
ducted by [22, 31, 87, 96] show that, akin to the protests witnessed
in Myanmar in 2021, numerous protesters incorporate ICTs into
their activities, allowing a series of tasks such as networking groups,
organizing on-the-ground demonstrations, and exchanging security
measures. Zeitzoff (2017) [121] emphasizes that ICTs have differ-
ent effects: ICTs increase the speed of information transmission,
diminish costs of communication, alter which sources of informa-
tion are accessible to actors, democratize participation, and offer
alternatives to mainstream media through crowd-sourcing efforts.
Starbird and Palen (2012) [102] further illustrate that individuals
express solidarity with those on the ground by engaging in low
risk, SM-based activities.

On the recipient’s side, ICTs also affect information management,
for example which information is considered credible and helpful
in crisis situations and mass emergencies [12, 77]. The effective
implementation of various of these aspects, such as enhancing the
visibility and reach of content, is largely contingent on the role
of language. In their study of SM behavior during the thawra (of-
ten referred to as Arab Spring), Al-Ani et al. (2012) [6] highlight
different purposes of SM platforms depending on the predomi-
nant language used. They suggest that SM interactions in native
languages might have a lesser impact on external, international
communication, focusing more on reinforcing internal, domestic
relationships. The nature of communication within these relation-
ships is also of notable importance. Abdulla (2011) [1], drawing on
insights from the Egyptian Revolution in 2011, demonstrates that
communication, facilitated by SM, has evolved from a more vertical,
top-down communication to a rather horizontal, bottom-up form
of interaction. Via SM, not only can discrepancies between con-
flicting parties be reduced, but obstacles to participation can also
be alleviated. In studies that delve into the possibilities of partici-
pation, intersectional approaches that consider different forms of
discrimination (e.g., race, gender, ethnicity) often play a significant
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role. Contributing to an intersectional perspective, Valenzuela et al.
(2016) [111] conclude that SM reduces protest gaps associated with
individuals’ age, gender, psychological engagement with politics,
and recruitment networks. In the context of Myanmar’s diverse
population, which includes numerous ethnic groups, the relevance
of intersectional approaches becomes evident. It is also important
to acknowledge the rural-urban divide in the country, particularly
in terms of connectivity differences. Empirical findings in a similar
vein were identified by Wulf et al. (2013) [120] in their ethnographic
study of Palestinian activism.

Overall, in the realm of ICT-enabled activism, multiple empiri-
cal studies showcase meaningful interactions between analog and
virtual spaces, emphasizing their interdependence. This is exem-
plified by Daffalla et al. (2021) [20], who highlight the building
of trust through “non-technical approaches”. Protesters, at times,
use SM for background checks and to establish trust within the
social networks of befriended SM users. Furthermore, they stress
the significance of sociopolitical contexts in shaping privacy and
security behavior, including international developments that may
influence widespread app usage, for instance.

While numerous studies tend to emphasize the positive impacts
of ICT-supported activism, there are also challenges linked to the
use of technology during protest periods [69]. Social media block-
ades, misinformation, and internet shutdowns, as indicated by vari-
ous sources [13, 20, 44, 108], can limit possibilities during political
uprisings. In response to internet shutdowns, there is a growing re-
liance on mesh-messaging applications that empower users in close
proximity to communicate independently of internet connectivity
[9]. Moreover, numerous cases illustrate that governments have
restricted internet access or specific websites to nationalize the
internet [79]. Also, in Myanmar, internet shutdowns, whitelisted
internet, and the implementation of the Cybersecurity Law have
been noticeable since 2021 [16]. Specifically, the Cybersecurity
Law imposes penalties for the use of VPNs, which allow access
to prohibited applications like Facebook [30, 100]. Given these cir-
cumstances, activists exhibit a notable ability to adapt quickly to
evolving situations. This is also evident in De Castro Leals’s study
[22], which examines how FARC guerrilla fighters quickly achieved
a significant learning effect of new technologies (e.g., regarding
localization), thereby avoiding life-threatening conditions.

Apart from instances of internet shutdowns, activists are con-
tending with a rising pattern of digital surveillance, exemplified by
technologies like the Pegasus spyware [3, 52, 112]. Therefore, nu-
merous activists all over the world showcased ingenuity in creating
strategies to bypass surveillance [110, 112]. Rohde et al. [87], for
example, illustrate how the Free Syrian Army evade surveillance
and how they deal with challenges arising from control by the Syr-
ian regime. Moreover, they describe the criticality of mobile videos
for documentation, mobilization, as well as propaganda. Generally,
propaganda is seen often in situations of conflict, where various
actors strategically try to manipulate perceptions to advance spe-
cific agendas [47, 82]. In the case of Myanmar, the military relies
heavily on digital tools to spread online propaganda, seeking to
achieve various goals, including strengthening soldiers’ resolve and
identifying dissent within their ranks [41, 73].

In sum, all studies consistently demonstrate that offline and on-
line activities are mutually reliant, underscoring the necessity to
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view them as interconnected. To the best of my knowledge, there
has not been any prior empirical study addressing ICT-supported
activism in the immediate aftermath of the military coup in Myan-
mar in 2021. Generally, there is a notable lack of empirical stud-
ies focusing on Southeast Asia and of in-depth investigation into
activists’ technical demands and needs in times of protest and op-
pression (e.g., improved mesh networks). Moreover, it is crucial to
understand the precise reasons that drive activists to use certain
applications. This study builds on this research trajectory by ex-
ploring how activists in Myanmar leverage ICTs and navigate risks
within an environment of internet shutdowns.

3 METHOD

Throughout the study, extensive consideration was given to re-
search ethics, the principles of do-no-harm, data security, and the
legitimate presentation of findings. It needs to be stated that the
publication of this paper was intentionally delayed until the situa-
tion in Myanmar had slightly calmed down to avoid unnecessary
security risks.

3.1 Case Selection

Myanmar, the second-largest country in Southeast Asia, suffered
under colonialism and decades of war and protests [59]. In Myan-
mar, the internet penetration rate increased from 0.23% in 2011 to
44% in 2023 [55], which is why the country is often perceived as
an ‘internet success story’ [74, 86]. According to Sin Oo and Thant
[99, p. 12] “Myanmar experienced a ‘digital connectivity revolu-
tion” around 2014”, amongst others, through the liberalization of its
mobile telecommunications market. However, in 2007, Myanmar
was one of the first countries to experience government-imposed
internet shutdowns [114] and now ranks among the countries with
the least favorable environment for internet freedom [38].

As previously noted, the specific focus lies on the use of ICTs in
the protests since February 2021. To date, several academic stud-
ies examine the so-called “digital revolution”, the media landscape
more generally, and the role media plays in Myanmar’s political
transition (amongst others [15, 99, 100]). Studies such as that by
Thein-Lemelson [107] illustrate that politically active individuals
commonly use SM to build networks with other activists from all
over the country. Since February 2021, this has been constrained
through measures like internet censorship and deliberate shut-
downs (mostly between lam-9am) [16, 76]. Moreover, online propa-
ganda, fake news, and hate speech persist from various entities, in-
cluding the military, exerting a significant impact on socio-political
life [58].

For identifying fake news, for example, media literacy programs
for civil society are important. Therefore, a newly formed digi-
tal resistance movement in Myanmar recognizes its responsibility
to educate people about the potential risks associated with digi-
tal activism and to provide guidance on safeguarding themselves
in the digital sphere [34, 73]. The International Crisis Group [45,
p.28] states that many people in Myanmar do not have in-depth
knowledge about security-related issues:

“Although digital security habits have improved signif-
icantly since 1 February, including through the uptake
of VPNs and encrypted messaging applications such
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as Signal, it is largely younger and better-educated
users who have tightened up their practices”.

Hence, in contrast to previous research on contemporary protests
and ICTs, which primarily relied on Twitter/X and Facebook data
for their analysis [11, 90], this study aims to empirically investigate
how activists employ ICTs and what technical needs they have in
times of surveillance and internet shutdowns [3].

3.2 Data Collection

Since qualitative interviews with activists offer the possibility to get
deeper insights into the interviewees’ perspectives and individual
strategies, an empirical qualitative research design was chosen.
Obtaining in-depth understandings of local conditions and activity’s
needs can significantly enhance the quality of subsequent technical
design implications [94]. Research findings can be used to advocate
for context-sensitive capacity building and policy changes that
address the needs of often underrepresented communities.

The explorative field access to the interviewees was provided
through personal contacts living in Myanmar, recommendations
(snowball sampling) [71], contacting local NGOs, and already estab-
lished networks such as Myanmar-Netzwerk, Germany. The differ-
ent actors were requested to disseminate the inquiry (encompassing
project information alongside contact details) to diverse individu-
als and groups. Through these access points, people (aged 18 and
above) interested in the interview contacted me on their own initia-
tive. This underlines that all interviewees participated voluntarily
out of their own interest in the topic. The voluntary participation
corresponds with one of the main principles of ethical field research
[106]. Following the principles of theoretical sampling, the primary
focus was on ensuring the inclusion of individuals who possessed
personal experiences and direct involvement in the protests. The
sampling approach was deemed appropriate when data saturation
was achieved, indicating that a sufficient amount of information
had been gathered to gain a comprehensive understanding of the
phenomenon under study [71]. Recognizing that I am not a member
of Myanmar’s politically active community and has only visited
the country once, continuous dialogues with personal contacts in
the country were sustained throughout the research process. These
discussions encompassed various subjects, ensuring the implemen-
tation of culturally sensitive and ethical research practices. I am
grateful for the support and guidance they have generously given
me, providing valuable advice that has greatly enriched the research
process.

Overall, 16 qualitative interviews (Xmax = 101 min, Xy =
37 min, X = 73 min) with activists from Myanmar, who partic-
ipated in the protest, were conducted virtually through “Signal”
and “Jitsi.meet” between February and May (2021). The interviews
took place during periods when internet connectivity was available
and not constrained by internet shutdowns. Out of the 16 people
interviewed, eight people identify as female and eight as male. 12
participants live in cities and four in rural areas. Since mostly per-
sons from generation Z and Y are actively engaged in the protests
using ICTs, mainly young people were interviewed from all over
the country. Before the interviews, the interviewees were informed
about the scope, the purpose, and the procedure of the study, includ-
ing the option to withdraw from the study at any time. Participants
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gave their consent either by signing a consent form (with a chosen
name) or by giving verbal consent at the beginning of the interview.
None of the interviewees was compensated. In general, ethical con-
siderations regarding the compensation of interview participants
(living in safety-critical contexts) are a constant topic of discus-
sion in academic circles. From my perspective, providing financial
compensation is easier in the context of in-person interviews, as
it alleviates the need to gather sensitive contact details such as
full names and bank information. However, when interviews oc-
cur online, preserving complete anonymity becomes a more intri-
cate challenge, given that interviewees cannot receive payment in
person. I opted against providing financial compensation to the
interviewees to avoid collecting additional personal data and the
potential transfer of such information to university administration
for billing purpose, where data is retained for an extended period.
It would be generally outside of my control who could have access
to this data. Although the risk is minimal, instances of data leaks
involving several university administrations have been reported
(e.g., [49]). This is why I have chosen to minimize data collection
further, aiming to reduce potential risks for participants. Moreover,
I aimed to ensure participants’ voluntary involvement, to prevent
the establishment of false incentives, and to deter dependencies that
could arise from financial compensation. However, I also recognize
that this decision is intricate, as it inherently gives rise to power
imbalances and potential exploitative tendencies on the opposite
end. I am in favor of a broader discussion on the development of
secure mechanisms for the financial remuneration of respondents,
while ensuring the protection of their identity. My considerations
were carefully discussed in advance with other stakeholders con-
ducting research in safety-critical contexts and were part of a risk
analysis carried out.

To facilitate the structuring and comparison of the interviews,
I used a semi-structured questionnaire (see Appendix A.1) that
was abductively elaborated on the basis of RMT and current infor-
mation on Myanmar from newspapers. The interview guideline
included open questions on the following: personal background,
digital literacy of the participants, questions about the digital cul-
ture and general practices, as well as the perceived security and
safety and concerns about the current situation. In designing the
questions and the research design itself, the principles of ethical
field research and do-no-harm were followed [37, 43, 46, 56, 119].
It is worth noting that all interactions were exclusively in English
due to my lack of proficiency in the languages of Myanmar, in-
cluding Burmese, and the fact that live translation requested from
translation agencies was unfortunately beyond the allocated budget.
Moreover, the university’s language center could not assist due to
the unavailability of Burmese language services. The deficiency
in my language skills introduced a potential bias in the study and
limited the pool of eligible participants to those proficient in the
English language. Consequently, this may result in overlooking
essential perspectives and potentially neglecting cultural nuances
within the community. After the interviews were conducted, any
particularly sensitive information that made it into the recording
was deleted. Then, the interviews were manually transcribed (of-
fline), formally anonymized, and sensitive information was deleted.
The anonymized data is securely encrypted (via VeraCrypt) and
accessible solely to myself, ensuring strict confidentiality.
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Additionally to the interviews, a GDPR-compliant online survey
was conducted (using SoSci), available in both English and Burmese
(translated by a Burmese translator living in Germany) to ascertain
whether distinct outcomes would be observed in Burmese language.
Remarkably, only ten participants completed the survey in Burmese.
The reason for this remains uncertain. One possible explanation for
participants opting to reply in English might be linked to my back-
ground, as outlined in the introduction of the survey. The survey
questions closely mirrored the interview content, and participants
provided informed consent before participating voluntarily.In total,
34 individuals commenced the survey, with 25 successfully complet-
ing it. Despite incomplete responses from some participants, the
data remains valuable for extracting meaningful insights. Overall,
22 identified as female, 11 as male, and one selected "Other". The
majority were relatively young, with 44% being between 18 and 24
years old, 32% between 25 and 30, 18% between 31 and 35, and 6%
between 36 and 40. 91% indicated residing in a city.

3.3 Data Analysis

Due to the possibility of category formation, the data analysis of
both the interview and online survey data was inspired by the qual-
itative content analysis proposed by Kuckartz (2014) [61]. Employ-
ing an abductive approach, the study sought to deduce theoretical
trends from the data collected empirically while drawing insights
from related studies and RMT. To enhance intersubjectivity in the
coding process, I received support from another researcher during
the coding phase, using the software MAXQDA (Analytics Pro 2020)
and followed criteria proposed by Kuckartz (2014) [61]. Coding was
first done independently, then the results were jointly discussed
and an intercoder agreement was assessed. Subsequently, I com-
pleted the creation of the code book based on these discussions,
inspired by RMT and existing studies. A total of 49 core categories
(level 1), each with associated sub-categories (codes; level 2-4), were
identified (see partly in Appendix B).

I acknowledge that my personal background (white, European,
cis-gender, female) and political orientation make it difficult to
achieve complete objectivity, a criteria that is often expected in
academia. Additionally, I am aware that respondents may be reluc-
tant to fully engage with me because of this background, which
could potentially lead to a bias in the data collected. I concede that
I might not fully understand the intricacies of local customs, tradi-
tions, or social norms, which can lead to misinterpretation of data.
Although I try to be as critical and reflective as possible, I realize
that preconceived notions may unintentionally influence the analy-
sis and lead to a skewed understanding of the data. To provide as
much transparency as possible for this process, the detailed coding
scheme is provided as supplemental material. Lastly, I recognize
that researchers, myself included, often wield the influence to shape
narratives, potentially influencing the international community’s
perception of activists and their challenges.

4 EMPIRICAL FINDINGS

This section begins by addressing how activists use ICTs, followed
by a discussion of its opportunities and risks. Subsequently, the
technical needs are discussed, some of which are derived from
the identified risks. Solely non-sensitive observations and insights
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from interviews that do not reveal personally identifiable details
or any information that could potentially jeopardize the safety or
well-being of the interviewees will be disclosed.

4.1 ICT Usage during Anti-military Protest:
Perspectives from Myanmar Activists

In recent years, the significance of SM and messenger apps has
grown substantially among almost all interviewees and online sur-
vey respondents (OSP1, IP15:40). This shift can be attributed to
significant reductions in smartphone and SIM card prices (approxi-
mately 200 USD in 2014 and 1.5 USD in 2020), granting widespread
SM and messenger access (IP9:37). Moreover, Wi-Fi and mobile data
have simplified access for a major part of the population, however
media literacy still seems to be quite low in the country (IP16:113).
Particularly FB, which is often referred to as the internet (IP15:78),
was considered to be the most frequently used social network dur-
ing the protest (IP2:81). According to SinOo, when people talk about
“going online” they often refer to being “active on Facebook” [99].
This has different reasons, such as Meta’s Free Basics initiative
between 2013 and 2017* and the fact that FB is often preinstalled on
mobile phones [60]. FB enjoys a significant advantage over many
other platforms due to its availability in Burmese and its ease of
use. Yet Facebook’s history in Myanmar has been marred by inci-
dents of hate speech, violence against the Rohingya ethnic group,
propaganda (including military-related content), and criticism due
to inadequate measures to block radical viewpoints [15]. Recently,
other applications such as Twitter (IP10:49), Signal (IP14:34), Insta-
gram (IP6:29), Viber (IP13:23), WhatsApp (IP15:20), TikTok (IP4:83),
YouTube (IP15:22), and Slack (IP6:144) have gained importance
— but a minor one compared to FB. Activists actively use these
apps to post and share content, with the frequency varying signif-
icantly from once an hour (IP10:41) to every few weeks (IP6:55).
Respondents mentioned that the coup and the subsequent protests
were dominant topics trending on SM (OSP9, OSP36). Furthermore,
China’s support of the military, the release of Aung San Suu Kyi,
and international politics (e.g., R2P) were discussed (OSP15). IP4
(109) argues that

“since the military coup they all just get interested in
political issues and they are really helping in keyboard
fight, they are really helping in delivering up-to-date
news to the people who are going outside and who are
staying at home to communicate more effectively”.

Since the Sit-tat took power, interviewees expressed the desire for
permanent connectivity (IP3:52) and elucidated the dominance of
smartphones for using services due to their compact size (IP4:51)
and portability (IP10:35). The results indicate that the ICT behavior
by Myanmar activists has changed remarkably: Applications, such
as Signal, gained importance and more time has been spent using
SM and messenger (IP7:53). SM and messaging apps function as
convenient and rapid means to distribute information regarding
protest events (IP10:85) and provide guidance on future actions
(IP1:90). IP3 (85) stated that “SM plays an important role, not just

30SP = Online survey participant; IP = Interview participant + transcript line
4Meta’s Free Basics initiative offers free access to a select range of online services and
websites (including Facebook) to individuals in the Global South with limited internet
access, without data charges on their mobile plans.
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to connect with one another [...] it also gives us awareness, what to
do in this political crisis in Myanmar”. The majority of respondents
believe that SM plays a crucial role in protests. SM provide avenues
for organizing large gatherings (IP8:116), facilitating many-to-many
communication (IP4:115), establishing mechanisms for mutual co-
ordination (IP11:123), disseminating security instructions (OSP9,
OSP32), bolstering local factions (OSP39), and exerting pressure on
military authorities (OSP21). Digital organization about time and
place is frequently considered a “starting point” (IP8:116) for further
actions. The importance of organizing protests digitally prior to
demonstrations on-the-ground seems evident to all interviewees.

All interviewees participated in online protests to varying ex-
tents. Fourteen were actively involved in street protests, one ab-
stained from physical participation, and another withdrew due to
escalating violence (IP13:73). In the online study, 61% of respon-
dents identified as “keyboard fighters”, while 55% actively joined
on-the-ground protests. Given the higher physical risk of street
protests, SM provides an alternative for sharing information and
anti-military content. IP9 (103) stated that many people join the
Civil Disobedience Movement (CDM)? solely online and not on-the-
ground. This had several reasons: people were hindered due to work
obligations (IP15:126) or familial constraints (IP16:77). According
to the interviewees, the majority of street protesters also exhibit
active online involvement: “On the rest of the day, that I could
not participate in the demonstrations, I shared information, and I
shared knowledge, so I mostly do both” (IP2:120). During protests,
some activists live-streamed incidents (IP14:74), ensuring quick and
reliable transfer of information and giving advice (IP1:136). Live-
streams are also helpful to attract international attention, to engage
with global audiences, and to garner assistance (OSP35). Videos, in
particular, showcased the firsthand experiences of protesters and
the harsh actions of the military crackdown, providing a way for
individuals to share their personal narratives. Some interviewees
highlighted that live videos, especially those portraying violence,
have a propensity to evoke intense emotional responses, such as
feelings of sadness and grief, among individuals (IP10:109). This
heightened emotional engagement, as noted in IP1 (131), was also
seen to contribute partially to increased participation in the move-
ment and the fostering of a collective consciousness.

IP10 (79) raised concerns about the capacity of SM-based protests
to generate enduring political transformations. According to them,
protests on-the-ground may be more effective since (inter)national
media can capture events directly. They perceive physical protests
as more effective than FB, a constraint of which being not able to
reach an international audience: “If we want to break the news
internationally, that has to be done by the press. So, I just use SM
to motivate my own people, my friends, my colleagues to bring in
to my protest only” (IP10:79).

4.2 Leveraging Technology for Activism: The
Role of ICTs in Myanmar

Below, both the advantages and disadvantages of using ICTs in
protests in Myanmar are illustrated to answer RQ2.

5The CDM refers to a widespread protest movement initiated by various sectors of
society, including government workers, medical professionals, and teachers in response
to the military coup [113].
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4.2.1 Amplifying Voices: How ICTs Draw International Attention.
IP3 (87) emphasized that posting on SM is “important for global
awareness”, so the international community “can take proper ac-
tions”. Besides the international community, the Myanmar diaspora
actively supports online protests, offering resources, amplifying
messages, and coordinating international advocacy efforts. Solidar-
ity groups such as “Myanmar people in Europe", mostly on FB, share
news and personal stories to raise awareness. According to IP11
(177), support from people living and protesting outside of Myanmar
is very helpful. Generally, Twitter is a suitable platform for generat-
ing international attention due to its international reach, fast-paced
nature, and the simplicity of using hashtags, such as #RejectMili-
taryCoup (IP13:71). Nevertheless, due to Twitter’s relatively recent
introduction to a significant number of Myanmar residents (IP1:90),
its usage appears to be somewhat confined to individuals who are
more inclined towards SM engagement®. In early February (2021),
many people posted hashtags like #SaveMyanmar to draw attention
to human rights violations. By May 2021, this was reinforced by
concrete demands such as #WeNeedR2PinMyanmar. Another hash-
tag, as pointed out by IP5 (13), is #MilkTeaAlliance, symbolizing
solidarity with the online democratic solidarity movement, initially
originating from Hong Kong. Digital exchange with activists from
other countries, such as Hong Kong and Thailand (IP1:33), is per-
ceived as an important social-organizational resource for drawing
on experiences from other “alliance groups” (IP16:135). OSP2 stated
that activists in Myanmar are “inspired by Hong Kong and Thai
protest movements to get international media attention and how
to be safe in protest (especially clear tear gas, self-defense)”. They
received guidance on constructing defense equipment (IP15:132),
responding to military crackdowns (IP1:134, OSP40), selecting ap-
propriate attire and gear (IP3:149), and using technology in times
of protest (IP8:186).

4.2.2  Empowering Causes: The Formation of Technology-Supported
Solidarity Groups. Another significant facet of SM usage during
the protests involved the coordination of groups (mostly on FB,
Telegram, and Viber). Aiming to exchange firsthand information
about blockades and gunshots (IP5:5), activists established networks
to stay in contact with neighbors (n=>5). IP16 (73) explained that

“in the township we have a Telegram group and we
do not share our Telegram group with all the people
in the township. If we want to be in the group, we
have to go to group leaders personally, and if they
recognize us and if they know at which street I am
living, they add us in the group. It is not a public group,
they just add people who they know personally”.

Hereby, analog and personal arrangements are crucial to ensure
personal security, to build trust, and to verify that no spy (e.g., mil-
itary member) may enter the group to gather information. After
incidents became public, the “inner circle” of the group will meet
e.g., in Zoom, where “people are allowed to join” (IP15:51). Dur-
ing internet shutdowns, conventional phone calls were employed
(IP1:107). Many people benefited from creative (problem-solving)
approaches from involved neighbors. Although security measures

®In 2021, Twitter was used by less than 10% of Myanmar’s population [101].
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are taken, opposing group members sometimes still seem to suc-
ceed in penetrating the groups and obtaining information (IP16:71).
In addition to neighborhood watch groups, groups have been intro-
duced for the purpose of organizing protests. Especially in response
to escalated violence, guerrilla groups have emerged, organizing
guerrilla tactics as a countermeasure to military strategies (IP16:71).

4.2.3 Communication Possibilities In Times of Internet Shutdowns.
Faced with widespread censorship, surveillance, and human rights
abuses, activists in Myanmar find themselves operating within a
restrictive online environment. The internet was mostly shutdown
right after the coup for almost two and a half months between lam-
9am (IP4:41), restricting people to communicate (IP1:107), to live-
stream (military) incidents and night-time crackdowns (IP13:103;
OSP34), to stay informed about news (IP7:140), and to be enter-
tained (IP6:130). Some areas of the country were more affected by
the restrictions than others, as some parts were almost entirely
truncated. A complete internet shutdown was not feasible, since
businesses and banks rely on the internet, resulting in an entire
system failure in case of a prolonged outage.

To stay connected during the night, Myanmar residents partially
sent short text messages (SMS) and received condensed news up-
dates by subscribing to portals that distributed current information
via SMS (IP14:114). Six interviewees stated receiving a short text
message in mid-February (2021) that Aung San Suu Kyi had been
released. People had already begun celebrating in the streets, un-
til many came to realize that the information was not accurate
(IP11:139). In times of internet shutdowns, it seems almost impossi-
ble to verify such text messages. Most participants strongly agree
or agree that internet shutdowns are a problem (OSP14, 0S37). In
response to inquiries about the entities responsible for the inter-
net shutdown, a majority of interviewees and online respondents
pointed to the military (IP12:128), followed by mentions of both
the military and telecommunication providers (IP2:115). A smaller
number attributed the responsibility solely to telecommunication
providers (IP11:49). Even if they are seen as (partly) responsible,
there is often a recognition of the presence of economic dependen-
cies (IP11:149).

Besides internet shutdowns, Myanmar residents faced SM and
messenger blockades (IP1:113). All interviewees and 72% of the
survey respondents stated using a VPN, allowing them to con-
tinue accessing blocked websites and applications such as FB and
WhatsApp, despite using a VPN being officially forbidden since the
coup after the introduction of a new Cyber Security Law (IP7:2;
IP1:138). VPN seems new for most of the people (IP1:113). As a result,
younger generations play an important role in helping older indi-
viduals who are less familiar with new technical demands (IP14:88).
According to the participants, paid VPN services generally offer
enhanced security and privacy. However, it’s important to acknowl-
edge that disparities in financial means and technical proficiency
exist, making it difficult for everyone to afford paid VPN services
(IP5:3). Furthermore, for some, data security seems to be secondary
when using VPN, as their primary focus is on acquiring information
and facilitating communication (IP14:92). Regarding security mea-
sures only four individuals mentioned using Tor (free), which offers
both censorship circumvention and anonymous internet browsing
(OSP12, IPS).
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Another, but rather limited way of dealing with the internet
shutdown is using foreign SIM cards such as those from Thailand:
“Most of the generation Z or the generation Y are using the Thailand
SIM card. These SIM card users can access the internet every time”
(IP9:124). An additional, albeit limited, method of communication
involves using offline, Bluetooth-based mesh networks, allowing
many-to-many communication over a distance of approximately
100 meters. Two interviewees mentioned using Briar (IP5:5) and
Bridgefy (IP14:92), both of which are applications based on mesh
networking technology. However, for mesh networking apps to
function effectively, widespread usage is necessary — a condition
that appeared to be lacking in Myanmar as of May 2021 (IP5:5).
According to a news report in February (2021), offline messaging
apps, such as Bridgefy, were downloaded over a million times [83].
The degree to which conventional communication tools like walkie-
talkies are employed remains uncertain, with only one respondent
indicating the use of a walkie-talkie (IP10:83).

4.24 Exploring Boycotting and Punitive Measures. Other examples
illustrating the connection between analog and digital activities
include the social punishment movement and the boycott campaign,
which identify both individuals and products affiliated with the
military:

“I agree with boycotting the products. [...] Because,
you know, if we cooperate, if we use their services,
like for example Mytel Telecom companies, this is
the military business. It’s like we are paying them”
(IP13:111)

To identify products and services linked to the Sit-tat, individu-
als have developed applications like Way Way Nay and Blacklist
Myanmar that offer listings that reveal connections to the military
(IP14:126). In total, 11 interviewees strongly supported the boycott
campaign. Several respondents also stated to be active in the social
punishment movement, publicly exposing military family members
by disclosing photos and business information on SM (IP14:126).
Furthermore, some Myanmar residents boycott TikTok, Chinese
mobile games, and other Chinese companies because of China’s
criticism for supporting the military in Myanmar (IP16:105; OSP6).
On a rather individual level, it is evident that many activists agitate
online against individuals related to the military. Sixteen survey
respondents indicated that people who support the military are iden-
tified and publicly accused online. The objective is to put pressure
on individuals and publicize who is supporting the coup (IP16:105).
It seems that the campaigns are building a sense of cohesion and
explicitly targeting individuals associated with the Sit-tat.

4.2.5 Impeded Use Of Resources Due To Misinformation and Cen-
sorship. Another significant aspect concerning the limitation of
frequently accessed resources is the surge in misinformation, par-
ticularly evident since the coup (n=23). Eleven of the interviewees
and all survey respondents mentioned that it is extremely important
to check all news and posts because misinformation is so preva-
lent (IP15:96) and the verification of information is challenging
(IP14:103). Misinformation ranged from false reports about inter-
net shutdowns (IP14:103), injured and deaths at protests (IP14:103),
violent crack downs and locations of the military (IP13:121), to
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the apparent release of Aung San Suu Kyi (IP7:140). IP16 (113) ac-
knowledged that even in their community, “[they] sometimes share
information without knowing if it is right or wrong, although [they]
have been using SM for so long. Sometimes [they] fail to check the
information”. Verification in conflict-affected contexts is even more
challenging as many ambiguities exist. Responding to this, on the
one hand, cross-checking with other sources is a common way to
verify information (OSP4), on the other hand, friends living in the
affected area may be contacted: “If I want to know if it is true I
call my friends and ask them if it is true” (IP1:101). Some people
in major cities, where a lot of protests took place, seemed to have
better access to several sources than people in rural areas. There,
it sometimes seemed difficult to assess what was really happening
(IP13:91). Since misinformation and fake news may cause dangerous
consequences, many people report them to FB and urge FB to be
more proactive in deleting them (IP7:110). IP7 (112) even stated that
while misinformation was reported, they were mostly not taken
down. Notably, FB and Instagram do not seem to understand and
tolerate the local context: Only in a few cases, FB blocked military
pages to restrict misinformation and propaganda (IP3:111).

Besides checking on various news portals and talking to friends,
Telegram channels were mentioned several times to verify news.
Some interviewees mentioned that they follow certain journalists
and activists to receive reliable news quickly and easily (IP14:105).
Telegram channels might support activists in easily accessing the
credibility of information since most media agencies have been
banned recently by the military (IP16:43). In addition to the spread
of misinformation, there’s a regular occurrence of violent content
being shared online. This includes videos showcasing instances
of violence during protests (IP4:75) and intimidating videos origi-
nating from the military. Death threats by soldiers were captured
e.g., on TikTok, but then commonly later deleted after numerous
reports (IP7:166). According to 17 respondents, SM providers not
only delete content by the military — they also erase and censor
(inappropriate) content by individuals not complying with set rules.
IP13 (95) explained: “My account has been reported. I think during
these days very often. Like while I was broadcasting live”. Others
reported that China-related content has been restricted:

“The most popular right now is that Facebook is tak-
ing down all the posts about China and we have to
mention China in creative ways, so that Facebook
does not recognize it” (IP16:115).

Thus, activists need to paraphrase certain words so that FB em-
ployees and FB’s AI would not recognize them so easily. Due to the
complexity of the Burmese language, there appear to be instances
of misunderstanding on the part of service providers (IP6:108).

4.2.6 Data and Device Security In Times Of (Digital) Surveillance.
Aspects like surveillance and the scrutiny of mobile devices high-
light that SM does not yield solely positive effects. Since the coup,
people are increasingly afraid of military controls and hacking at-
tacks. This stems from the understanding that military personnel
scrutinize FB profiles both in the digital realm and through physi-
cal means, occasionally inspecting smartphones in public spaces
(IP15:110). Since FB is the predominant platform, individuals’ FB
accounts are primarily examined to ascertain whether they post
anti-military and pro-protest related content. IP11 (107) mentioned
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that the “police checks on your phone randomly. They are checking
your SM and if there is something they found against the dictator-
ship you would be arrested”. In response, some people no longer
have their own FB account (IP15:116), use a fake account (IP13:32)
or do not talk about politics at all on SM (IP15:118). 13 intervie-
wees asserted that they consistently remove sensitive information.
IP1 (113) shared that in order to secure their employment status,
“I log in my fake account” to share “some K-PoD news or some
military news or even save some photos that supports military on
my phone”. Similarly, IP15 (24) mentioned that although they did
not want to, they created a second account to protect themselves
and their friends, posting random photos of animals and celebri-
ties. Generally, FB has been criticized for not guaranteeing data
security and for not deleting violent content in the past (IP7:99).
Even though violent posts and hate speech have been a regular
problem, not everyone switched to alternative providers. Neverthe-
less, there has been a change in behavior as an increasing number
of individuals switched from FB Messenger to other, more secure
(partly end-to-end encrypted) providers such as WhatsApp (IP3:27),
Telegram (IP13:31), Signal (IP2:97), or uninstalled FB for a while
(IP10:91).

Nine interviewees reported that since February 1%, Telegram has
gained popularity and has been perceived as more secure (IP15:116).
This could be attributed to the concern that some individuals have
regarding FB (IP9:138, IP13:31). Overall, it’s notable that many
people consider Signal, WhatsApp, and Telegram to be on par
in terms of data security, even though Signal assures more data
security (IP16:33). Further, IP1 (115) highlighted that they “thought
that WhatsApp is very safe to talk compared to messenger. Now
I found out that WhatsApp is also not a good place to talk. It
is not a safe place”. IP7 (69) stated that they only FB messenger
because of their friends and family and are “happy now that the
government banned Facebook and everyone is coming to Telegram
and Signal”. This statement illustrates that some people do not
switch to alternatives for own concerns and security reasons, rather
for causes such as the military’s ban on Facebook.

An additional security precaution taken after the coup involves
the modification of personal settings (n=10). IP14 (92) mentioned
that particularly active activists offered training on digital security,
which is why “people are taking it seriously now. In the past, people
didn’t really care about security”. IP14 (60) mentioned that most
people involved in the “activist community” are aware of “digital
issues”, making their profile less public and changing privacy set-
tings. IP14 (60) conveyed that some activists asked to keep profiles
public, as locking all profiles could signify heightened apprehension
about the military’s actions. Moreover, “the more people [lock their
profile], the easier it is for the military to arrest people, who didn’t
do that” (IP14:60). However, the availability of the “profile locking”
feature on Facebook proves to be a valuable asset in situations of
tension (IP14:60). The possibility of locking the account was intro-
duced shortly after the coup, hindering, amongst others, people
from seeing posts or photos on one’s timeline (IP15:56). Nonetheless,
the delay in Facebook’s account locking process could potentially
pose challenges, especially in cases of detention (IP16:172).

Additional security measures, although not widely adopted until
May 2021, encompass the following: 1) having multiple SIM cards
(IP3:135), 2) avoiding to use the military-owned company Mytel
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(IP14:78), 3) using the Tor browser (OSP11), and 4) using (paid) VPN
(IP13:107). Among the interviewees, no one reported using the Tor
browser, while three acknowledged knowing about it. IP7 (152)
explained that they refrain from using the Tor browser due to the
already poor internet connection, which would be further compro-
mised by Tor’s usage. With regard to 4) it needs to be stated that
although VPN usage was widespread, only IP13 (107) highlighted
the importance of using a VPN for security reasons. Regarding
live-streaming, some risks must be emphasized, notably,

“[...] that these [...] have [given] access to the military,
the crackdowns, the police to know the ins and outs of
a protest movement. They were able to pinpoint more
of where a protest is happening and thus arriving
there more quickly compared to if people would not
have uploaded them” (IP15:128).

The potential of revealing tactics and capturing activists on camera,
leading to potential identification by the military, is a concern asso-
ciated with live-streaming (IP10:109). IP16 (137) explained that due
to increasing detentions, activists are live-streaming and posting
less off protest activities than in February and March (2021). Ac-
cording to IP15 (116), in the digital age, every information can be
spread and misused very easily by opponents such as the military.
15 survey participants strongly agree or agree on being concerned
about the military having access to personal content. IP13 (109)
said that in times of this crisis,

“everybody needs to be concerned about their per-
sonal data, because your house can be searched any-
time. And, even though you support military or not
you might be arrested, because they arrest every peo-
ple they see on the street”.

Despite these existing risks, a minority of respondents displayed
minimal concern about their data (n=3).

4.3 Emerging (Technological) Needs in Protest
Environment

One goal was to grasp the technical needs of activists during
protests (RQ3). The findings reveal divergent perspectives: OSP33
mentioned that “SM platforms and messenger apps are not miss-
ing anything. People are the ones who needs to use them more
efficiently”. The results indicate that, in total, 25 people think that
most of the SM applications and instant messengers are easy to
understand. However, when asked if people would like to see more
options for anonymization, 15 responded yes. There was a notable
consensus among respondents regarding the potential usefulness of
indications for possible misinformation and fake news (n=20). IP1
(121) emphasized the importance of curbing the spread of fake news,
as they hold the potential to inflict harm on individuals. Moreover,
it should be easier to block certain accounts (n=9) and to efficiently
tackle and denounce hate speech (n=16).

Activists suggest strategies, including a fast FB account deacti-
vation for arrested individuals through a single comment or report,
countering potential delays in reporting. Rapid actions are crucial,
ensuring that confidential information and contacts are not mis-
used by the military: “We have people who get arrested, but the
reporting is very slow, so sometimes the security forces can check
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their FB accounts. I think it would be really helpful if we had that”
(IP16:93). To better protect anonymity, it was stated that it would
be helpful not to register with one’s private number and to use
nicknames more often instead of providing one’s real name. IP7
(116) stated that “sometimes FB is forcing us to use real names”.
Additional recommendations were the following: Firstly, IP10
(99) requested that it would be helpful to “check in safe” during each
demonstration, using the “Safety Check” feature on FB (IP10:99).
Secondly, receiving push notifications from SM providers, such as
FB, to stay informed about security measures and privacy settings
would be advantageous (IP16:99). Furthermore, more information
about the protest should be publicly available on FB — similar to
practices during the COVID-19 pandemic, where a constant stream
of information was disseminated (IP15:56). Thirdly, IP8 (112) urged
to secure individual chats, e.g., in WhatsApp, through a pin code.
Generally, it would be advantageous if selected chats would be
inaccessible in the general list of people one is talking to without
having to delete them. Particularly during mobile phone checking, it
would be helpful to prevent direct visibility of specific chat histories.

5 DISCUSSION

After outlining and discussing the findings (Section 5.1), I present
context-specific recommendations tailored to activists affected by
the consequences of the military coup (Section 5.2). These thoughts
and ideas, derived from the presented data and existing literature,
center around the use of specific applications and features.

5.1 Contextualizing ICT-Enabled Activism in
Myanmar

The empirical research complements existing HCI work on ICT-
enabled protest [6, 20, 22, 64] by providing concrete empirical find-
ings and addressing context-specific technical requirements for
activists, an aspect that has been relatively scarcely researched
so far. Drawing on extensive interview and survey material, the
study illustrates that the participants, forming part of anti-military
protests in Myanmar, rely on different social, material, and human
resources for mobilization [32] and quickly adapt to an environ-
ment marked by internet shutdowns, misinformation, and physical
checkpoints (IP1; IP15). Unlike most studies concentrating exclu-
sively on ICTs as a standalone resource, this research represents
a pioneering effort in exploring the importance of looking more
closely at the synergy among various resources for the effective
use of ICTs in conflict-affected contexts. Myanmar stands out from
most previous studies due to its rapid digital transformation [99], a
long history of high levels of digital violence [15], and protest.
Both interview and survey data revealed that more study partic-
ipants participated in online protests than in street protests, since
street protests were generally perceived as significantly more dan-
gerous (IP13). Participation was considered important in both forms
of protest and partially complementary to each other (IP8). Princi-
pally, supporters were mobilized through SM to increase the size of
the movement, consistent with RMT principles [27, 102]. Different
applications with varying attributes were used for distinct purposes
with FB being the dominant application to communicate [1, 98].
In addition to individual communication, messenger services were
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used for group chats (IP15) and organizing neighborhood-watch-
groups (IP16), aiming to adopt non-hierarchical networking be-
tween activists [1]. Examples such as neighborhood-watch-groups
demonstrate that collaborative applications help to facilitate ex-
change between digital and analog spaces [50]. One particular novel
finding is that physically reviewing documents of individuals seek-
ing membership in neighborhood-watch-groups underscores the
convergence of digital and physical realms, showcasing low-tech
solutions that mitigate prevailing risks (IP16). Here, it becomes
evident that diverse resources, encompassing both technical and
human aspects, are crucial in finding effective solutions. The inter-
play of digital and physical realms also became clear in the social-
punishment movement and the boycott campaign (IP13; OSP6). The
data shows how online organized groups and applications influence
real-life activities such as the exclusion of pro-military supporters,
representing an important social-organizational resource.

Additionally, the analysis confirmed that activists in Myanmar,
similar to protest movements in other countries, experience both
benefits and challenges when using ICTs [108]. Misinformation, vi-
olent content, and incidents of surveillance seem to have increased
since the military coup, thus reviewing information adequately
becomes more evident (IP13). Since verifying information proves
to be challenging, a desire to simplify the process has arisen. Study
participants agreed by majority that it is important to control and
verify misinformation and hate speech more efficiently, and to re-
duce violence and rumors, particularly against ethnic minorities
(OSP4, IP1). Considering this, intersectional approaches are essen-
tial [111]. Since a merging between digital and the analog spaces is
omnipresent, the Sit-tat also uses both digital and analog means to
accomplish certain activities, such as spreading propaganda [15, 73]
and limiting internet access by, e.g., introducing the Cybersecurity
Law [57, 100]. Digital surveillance and on-street phone inspections
(constraining factors of existing resources) seem to complement
each other. Although it is well known that Myanmar scores poorly
overall in terms of internet freedom, there is little in-depth knowl-
edge about digital surveillance in Myanmar [73]. While the Sit-tat
seeks to limit activists’ ICT usage, protesters employ inventive
strategies to overcome these, often by subverting their actions (IP1;
IP7). It seems like a constant chain of action-and-reaction between
protesters and the Sit-tat. According to the interviewees, there
seems to be uncertainty regarding the extent of technical expertise
possessed by the military and from which sources (e.g., China) it re-
ceives what kind of support (OSP6; IP16). However, since the coup,
the perception of security and privacy among many study partici-
pants has changed, leading many to report using more data-secure
apps [20]. This is, nonetheless, not the case for all study participants
(IP14). Although more than half of the study participants claimed
to be concerned about their privacy, only a few urged for the pos-
sibility of better anonymization and privacy of the applications
used (IP8). Despite the fact that few very specific suggestions for
(technical) improvement were made by the respondents, different
recommendations for activists, research, and design can be derived
from the empirical results that aim to facilitate secure and inclusive
communication within the context of Myanmar.
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5.2 Context-Specific Recommendations

It’s crucial to highlight that these recommendations should be un-
derstood as suggestions derived from the empirical findings and
existing literature [94] and should not be considered universally
applicable, as contexts vary greatly. I underscore the complexity of
delivering security recommendations for activists and recognize
that my external perspective may not fully capture the nuances
of the cultural context in which activists operate. This reflects an
awareness of the potential implications and responsibilities associ-
ated with providing advice to individuals in challenging situations,
such as activism. Generally, threat models are critical and it is es-
sential to closely monitor changing circumstances while carefully
assessing potential risks [97]. Additionally, it is important to have
in mind that certain technical recommendations might generate
tensions and trade-offs and that the generalization of design impli-
cations cannot cover the usability and security needs of everyone, as
users’ attitudes are heterogeneous and contextual conditions differ
widely [85]. While Palen [77, 78] underscores the significance of in-
tegrating HCI principles into technology design for crisis response,
this study shifts its focus to a distinct crisis scenario, specifically
centered on protests. As Sas et al. [94, p. 1971] state,

“a central tenet of HCI is that technology should be
user-centric, with designs being based around social
science findings about users. Nevertheless a repeated
but critical challenge in design is translating empirical
findings into actionable ideas that inform design, or
generating implications for design”.

In the following, selected aspects will be addressed in more detail,
considering the diverse array of challenges outlined.

5.2.1 Enhancing Awareness and Digital Security of Activists. As
potential device inspections may reveal close contacts (IP15) and
thereby potentially jeopardize not just oneself, activists could
consider to collaboratively adopt digital security measures
to safeguard their privacy [14, 26]. Generally, users often tend
to be overwhelmed with privacy and data security decisions [5].
Hence, they could consider to engage more actively in discussions
about the nexus of digital and physical spaces. This may contribute
to increased knowledge sharing regarding data security, potential
threats, and strategies for mitigation [66]. A better overall technical
understanding about potential risks and opportunities of technol-
ogy seems vital in Myanmar’s context, particularly given instances
of violence (against Rohingya) fueled by SM [15]. Comprehensive
digital security training and digital literacy initiatives seem cru-
cial [92], as are visualizations to help individuals navigate e.g., the
various stages of installing and using secure apps. Since it is un-
realistic to expect everyone to take part in training in practice,
simple ways of explaining technology — with its opportunities and
risks — and making it more accessible need to be created, for ex-
ample by using clear explanatory images and videos [33, 40, 109].
As advocated by IP16, enhancing user awareness and engagement
in secure practices could be actively facilitated by incorporating
push notifications within widely-used applications to highlight var-
ious security features. While nudging can effectively encourage
secure behavior [5], challenges related to ethics, cultural sensitivity,
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and potential user misunderstanding of security implications may
hinder the desired outcomes.

Generally, digital security organizations recommend specific
measures for implementation, such as the adoption of two-factor
authentication and the use of disappearing messages [36]. Self-
deleting messages enhance privacy by automatically removing sen-
sitive information after a predetermined period, which could be
advantageous for activists in Myanmar. This feature and the chat
log function, introduced by WhatsApp in 2023, aim to reduce the
risk of unauthorized access or exposure [8]. As requested by IP8, the
chat log function exclusively grants access to viewing or sending
messages once one’s chats are unlocked through device authentica-
tion, such as one’s phone passcode, fingerprint, or a personalized
secret code. These specific chats will be securely stored in a desig-
nated folder (locked chats), distinct from other conversations [68].
Chats secured with a code will only appear when the secret code is
entered into the search bar [42]. Given that WhatsApp is not the
primary messaging app in Myanmar, it would be advantageous to
extend such a feature to other messaging services. An additional
feature that activists might find valuable during potential device
controls is the ability to mask apps. The capability to alter the name
and icon of an app could be beneficial in scenarios involving device
inspection, for instance. Additionally, using secure applications,
including Signal (IP16), is recommended by numerous organiza-
tions dedicated to digital security [26, 36]. However, as analyzed by
Sanches et al. [93], some activists opted not to use secure communi-
cation apps, citing concerns that employing an especially fortified
software such as Signal might draw attention to them if they were
subject to searches. Within the context of Myanmar, activists could
consider to consistently exchange information about the specific
applications that the military may be targeting, especially during
cellphone inspections.

Based on the empirical findings, activists in Myanmar could
also consider using alternatives like the Tor browser [39], rather
than solely depending on VPNs (OSP11; IP13). This may enhance
their ability to protect against surveillance and circumvent censor-
ship. With VPNs, security and privacy depend completely on the
provider of the VPN service. As the VPN provider can be a single
source of failure, misconfigurations or potential cooperation with
nation-state actors like Myanmar’s military pose tremendous risk
for users — and as mentioned by study participants, the quality
of a VPN service highly depends on the price users are willing to
pay for it. Tor, on the other hand, is an open protocol and an open
network that is continuously verified independently to be secure
and private, is free of cost, and provides anonymity, something VPN
providers cannot provide. Universal access to cost-free secure VPNs
is essential to mitigate inequalities and ensure that secure VPN us-
age is not restricted only to those who are financially privileged.
Furthermore, it is important to mention that the implementation
of the Cyber Security Law (IP7) introduces ambiguity regarding
which applications and technologies might face prohibition and
criminalization in the future.

In general, while it is crucial to implement specific security mea-
sures, there is a risk of developing a false sense of security. Activists
could take these findings into considerations and could refrain
from placing exclusive reliance on selected security measures [7].
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Achieving comprehensive privacy protection may prove challeng-
ing, especially in instances of sophisticated surveillance [34].

5.2.2  Developing Applications for Users in High-risk Scenarios. In
HCI research, there remains a gap regarding designing secure, of-
fline, and user-friendly applications that meet specific demands of
activists in terms of data security, usability, and connectivity in
conflict driven contexts. Further research endeavors should incor-
porate empirical studies and privacy by design principles [118] like
data minimization right from the beginning of the development
process. Solutions (easy to understand and accessible) that protect
against e.g., physical checks by the military shall be increasingly
developed for users in high-risks scenarios [103]. One step is
Signal’s feature of changing the app’s name and icon. This feature
makes it probably more difficult for unauthorized entities to target
individuals based on their app usage and allows users to quickly
protect their content that could potentially put them in danger.
When conducting a threat assessment, it is important to consider
that while app masking enhances privacy, it can also pose risks
to activists if entities become aware of their attempts to conceal
certain information. Generally, there’s room for further improve-
ment, such as incorporating features like data masking or masking
the app’s appearance within itself [10]. For instance, when a user
changes an app’s icon and name to weather, the app could be con-
figured to show weather-related information when accessed e.g.,
with an incorrect passcode.

Moreover, as mentioned by IP16, a faster process for deactivating
or blocking SM profiles (in cases of inspections) is crucial to prevent
unauthorized access to contacts or sensitive content that may pose
risks. In this context, activists could consider creating networks of
emergency contacts, who are well-informed about the situation and
possess the required access to handle SM accounts. Exploring addi-
tional features, like implementing a deletion password that could
promptly block a profile, could also prove beneficial and warrant
further consideration. Additionally, IP16 requested that more SM
and instant messenger applications should offer registration with-
out the mandatory use of a personal phone number, similar to the
approach adopted by the messaging app “Threema” [80]. Using e.g.,
a non-personal registration key, detached from a personal phone
number, has the potential to minimize the risk of privacy breaches.

In general, the existing trade-off between usability and security
is a fundamental challenge in the design and development of appli-
cations — also for users in high-risk scenarios. Applications that
prioritize usability often have simpler interfaces and streamlined
processes to enhance the user experience. More secure applica-
tions often tend to be more complex and might discourage some
users from adopting secure practices [116]. Therefore, achieving
an optimal balance between usability and security requires an un-
derstanding of users’ specific needs and preferences and making
informed decisions based on potential risks and benefits.

5.2.3 Fostering Resilience against Internet Shutdowns. Another im-
portant issue that demands additional research is to investigate
which technical solutions can help efficiently in times of inter-
net shutdowns [91]. Until now, mesh networks, facilitating offline
peer-to-peer communication, have rarely been used in Myanmar
(IP5; IP14). As effective and offline communication is however vital
during protests and internet shutdowns, it is imperative to address
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existing vulnerabilities like limited range and the significant drain
on battery and data resources [88]. Furthermore, already existing
applications, such as Briar, providing mesh networks, should be
easier to understand and less complex, enabling individuals with
limited technical expertise to utilize these features effectively. It
would be an important step to integrate Bluetooth-based commu-
nication in well-known and widely used applications like Signal
and WhatsApp, since e.g., in Myanmar people are already using
these applications. The probability of a large number of individuals
downloading another application, such as Briar or Bridgefy, is rel-
atively low, which limits the functionality enormously. Moreover,
reporting incidents of internet shutdowns and documenting key
details such as duration, scope, and the specific regions affected
appears crucial, a practice already observed in numerous instances.
This not only helps in comprehending the profound impact on
individuals and communities but also allows analysts to conduct
impact assessments [89].

5.2.4  Adapting to Local Circumstances and Improving Representa-
tion by Considering Native Languages. Some interviewees indicated
a desire for more linguistic diversity (e.g., IP6). Thus, there is a
need for translating applications into local languages [62],
like Burmese, that have historically received limited representation.
Translating applications into local, non-hegemonic languages is
a step toward creating a more inclusive and equitable landscape,
helping to support digital literacy efforts, and to combat the spread
of fake news and hate speech. Especially in Myanmar, multilin-
gual content is essential, reflecting the linguistic diversity of ethnic
groups that is often overlooked by SM and messenger platforms.
Moving past basic translation, the integration of human-centered
design and principles of technology localization is pivotal. This
involves a comprehensive consideration of socio-cultural, eco-
nomic, and political dynamics, as well as unique linguistic traits.
Ensuring cultural appropriateness is paramount, guarding against
unintended offense or misrepresentation [35, 51, 84]. Moreover,
technological factors, such as predictive text and the design of the
user interface, demand careful attention, as e.g., certain languages
may necessitate more or less space compared to to others. In addi-
tion to the written content, it’s crucial to consider culturally suitable
colors and symbols [62, 81].

5.2.5 Reducing Dependencies on Multinational Companies. An-
other identified aspect that requires critical reconsideration is
the dependency on multinational companies such as Meta
in the context of addressing issues related to digital colonialism
and the potential misuse of data [17, 18, 72]. Services, including
Free Basics, have created dependencies that require dismantling. If
other applications (e.g., Signal) would be offered free of charge as
part of the internet package, the number of users could certainly
increase. In scenarios where individuals are somehow disinclined
to adopt data-secure apps due to existing dependencies, it becomes
essential to establish alternative incentives for encouraging the
use of different apps, particularly in conflict-prone settings such
as Myanmar. It is important to emphasize that the responsibility
should not be solely placed on individuals — companies also bear a
significant responsibility to act more conscientiously in a timely
manner. Providing activists with secure functionalities, e.g., the
option of registration without necessitating a phone number, but
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rather employing an ID, akin to the Threema ID [80], would be
helpful.

In summary, the findings yield numerous recommendations (see
Table 1), which could not all be comprehensively discussed within
the scope of this study. To assess context-specific requirements
in a timely manner, it is imperative that different stakeholders
engage in discussions with people on the ground and promote par-
ticipatory design processes to include a wide range of different
perspectives [24, 85]. As Wade et al. (2021) [112, p. 5] state, “more
research needs to be conducted to fully investigate and validate if
the recommendations given to protesters are actually working (...)”
Conducting follow-up studies would be valuable, since Myanmar is
not receiving the attention it requires [34] and this research specif-
ically addresses the immediate aftermath of the military coup. I
acknowledge the necessity for future research to be led primarily by
individuals from the community or in collaboration, provided that
security considerations permit. In certain situations, (co-)authors
may face potential risks arising from their involvement in research.
Incorporating the perspective of individuals from the communities
is crucial for introducing a more diverse range of viewpoints and
mitigating issues such as knowledge extractivism, power imbal-
ances [21], ethnocentrism [2], and countering the potential bias of
Western epistemology driven by self-serving interests [70]. More-
over, it is important to reflect on how interviewees and communities
benefit from research [19, 21]. In this particular instance, this study
holds an important role within a broader research project dedicated
to comprehending how activists deploy ICTs in conflict-affected
contexts. Within the scope of the project, an ongoing dialogue
is taking place with app developers and digital security organi-
zations, including those in Myanmar. This conversation revolves
around defining the characteristics of a secure app, exploring the
advantages and disadvantages associated with different features.
Additionally, over the next 1-2 years, a booklet summarizing the
study’s findings in the local language will be distributed among
activists and NGOs.

6 CONCLUSION

This study contributes to existing HCI research on ICT-enabled
activism by presenting a qualitative case study that holds signif-
icant empirical value [117], shedding light on a country that is
often overlooked, as emphasized by the perspectives shared by the
interviewees. As already clarified, the results solely represent a non-
representative excerpt of reality and can therefore not be applied
to all activists in Myanmar. Nevertheless, the study provides an
in-depth insight into different individual realities during the first
weeks after the coup. Given Myanmar’s complex nature, this study
underscores the significance of seeing ICTs in conflict-affected con-
texts as part of a complex nexus, bearing culture, language, and
social structures in mind. Generally, the data highlight that it is
imperative to develop user-centric ICTs solutions that aid activists
during internet shutdowns and surveillance. Here, it is vital to
grant more agency to people affected by (power) misuse and thus
jointly develop ICTs that truly benefit those affected. It’s crucial
to discard the notion that technology designed for and employed
in the Global North is universally applicable to people around the
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Table 1: Outline of potential challenges and risks, along with context-specific reccommendations tailored to the circumstances
in Myanmar as of 2021. Given the dynamic nature of these issues, circumstances have the potential to shift rapidly. Source:

Own representation.

Identified Risks and Challenges

Context-specific Recommendations and Design Implications

Little security and privacy awareness
among activists

Enhancing (collective) awareness of potential risks [34]

Existence of more workshops on digital security

Using data secure applications and security procedures (e.g., two-factor authentication [33, 36, 65]) and being
aware of possible associated risks

Implementing push-up notifications with context-sensitive recommendations on (digital) security in commonly
used apps to raise awareness

Conducting risk assessments and threat analysis to assess potential risks

Building support networks to share best practices within activist communities

Privacy settings should be set to the highest level by default

Applications are often perceived as
too complicated

o Applications should generally be easier to understand (e.g., through explanatory images and easy language)
o Close exchange with affected individuals to understand their technical needs

Promoting participatory design

Internet shutdown, blocked websites,
and censorship

Improving Bluetooth-based mesh networks and integrating Bluetooth-based communication in well-known and
widely used applications

Facilitating offline peer-to-peer communication

Offering free and secure VPNs [34]

Using proxy servers

Documenting internet shutdowns and censorship

Seeking international support (e.g., for documentation & awareness raising)

Physical device inspections

Data and app masking

Fast and efficient profile locking

Creating hidden or encrypted partitions on device storage

Data minimization (generally enhancing privacy by design principles)
Creating fake accounts

Carrying minimal data

If possible: use of clean devices or having burner phones [34, 65]

(Digital) surveillance

Taking measures to protect devices

o Consulting digital security experts and organization (e.g., AccessNow)

Little to no representation of na-
tive/local languages/Burmese

Translating applications into native/local languages/Burmese and having socio-cultural nuances, linguistic
particularities, and technological factors in mind

Dependencies on Meta and Free Ba-
sics

Free Basics should not be provided exclusively by Meta
Ensuring net neutrality

Existence of misinformation, fake e Improving content moderation and reporting mechanisms
news, and hate speech e Enhancing media literacy education
e Improving mechanisms to identify and reduce the spread of false information
e Encourage crowd-sourced verification
Lack of anonymity (e.g., phone num- e Registration without using own number
ber identifiable in group chats; num- o Possibility to use pseudonyms
ber often associated with personal ID) e Using Tor/VPN (e.g., TunnelBear) [65]
o Adjusting SM privacy settings
e Avoiding public Wi-Fi

Introduction of Cybersecurity Law

International community should denounce law as it jeopardizes the rights of individuals to access information,
privacy, and security [4]
Importance of creating awareness about the law (advocacy efforts) [34]
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world, each confronting unique challenges (e.g., surveillance, poor
connectivity, and physical inspections) [48]. In Myanmar for ex-
ample, most activists continue to use less data-secure applications,
indicating a tension between security and convenience. However,
relatively shortly after the coup, more data-secure data applications
like Signal were used by some activists, and creative methods were
found to bypass restrictions imposed by the military. The number
of initiatives for digital rights in the country underlines the great
attention that is being paid to preserving and promoting digital
rights. Nevertheless, a coordinated endeavor is essential to address
the needs of often marginalized communities, emphasizing lan-
guages like Burmese for efficient detection of misinformation and
hate speech. As technology continues to shape Myanmar’s social
and political landscape, sustained attention to these aspects is para-
mount for ensuring the responsible and inclusive use of ICTs. Since
the tensions have eased in the meantime, follow-up studies on how
ICTs are used and whether, for example, the boycott campaigns
have evolved, might be promising.
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A APPENDIX

The appendix contains a version of the semi-structured interview guideline and the parts of the code book.

A.1 Semi-structured Interview Questionnaire

(1) Personal background
e What gender do you identify as?
e Do you currently live in a rural or urban area within Myanmar?
e Are you a part of Generation Z or Y, meaning you were born between the early 1980s and the early 2010s?
(2) Use of SM
e Which social media platforms do you use?
e When and how often do you use social media?
e Why do you use social media?
e Which people do you currently follow the most?
e Are you content / satisfied with the platforms?
e Do you rather post something new or share posts / retweet something? Do you post mostly text or images or both? On a normal
day, how often do you post pictures, comments, etc. on your social media accounts?
(3) Actual protest in Myanmar
e What do you think of when you think of the current protest movement in Myanmar?
e What are currently main topics discussed in social media?
e Which role do social media play during the protest? Do you see an interconnection between online protest and the protests on the
street?
e Which characteristics describe both the online protest and the protest on the streets?
e Would you consider that online activism puts pressure on political decisions?
e Do you motivate yourself because of posts you see on social media?
Would you consider that there is a collective identity raising?
Has your social media consumption changed because of the protest?
Do you have concerns about using certain platforms at the moment?
Are you personally concerned about your privacy settings?
Are you concerned that e.g. the government / military could have access to personal things posted?
Does the current protest differ from previous ones?
e Where you informed about the protests in Thailand last year? If so, would you say that the protests in Thailand had influence on
ongoing protest in Myanmar?
(4) Technical requirements
o If you are considering the possibility of using SM or other technology related to your activism, what specific features would you
like to have in order to enhance its effectiveness?
e What additional recommendations or suggestions do you have to improve the the technology that you use?
(5) Open questions
o Is there anything else you would like to mention?



CHI ’24, May 11-16, 2024, Honolulu, HI, USA

B APPENDIX: CODING TABLE

In the following, the coding scheme, including the core categories (level 1) and sub categories (codes; level 2-4) will be presented. Each
subsequent level provides a more detailed explanation of the code of the previous level. The full codebook is available in the supplementary

material.

Guntrum

Core category

Level 2

Level 3

Level 4

Role of SM during protest (partly
cultural resources)

informing international community

sharing news on Facebook, hashtags (Twitter
& FB)

inform people about protests/ high reaching
level

inform in real time about military actions,
live stream

place for party politics, mobilization strategies,
controlling each other, communication, ques-
tion misinformation, emotional support, en-
courages (for peaceful protest), information
gathering/information sharing, management,
express feelings

Role of messenger during protest
(partly cultural resources)

Telegram channels, organizing protest, commu-
nication (friends/family/work etc.), inform peo-
ple about military actions/protest, connect in
groups

Topics discussed on SM

topics currently discussed on SM & messenger

ASEAN, Hong Kong, ethnic conflict, COVID-
19, detention, international statements,
safety / own protection, violence, military
coup/political conflict, protest activities,
sexual harassment, IDP, pro military, CRPH

topics discussed on SM before Feb. 1st

gender-related  topics, random, plea-
sure, ethnic/religious conflict, educa-
tion/business/work related topics, election
fraud, COVID-19

Reason to use SM and messenger
(human resources)

stay generally updated, express feelings, self-
presentation, share knowledge/information,
follow people, shopping, entertainment, news,
education, work/business, communication
(friends/family etc.)

Characteristics protest on the
ground (partly cult. resource)

Thanaka, sad/disappointing, aspects related
to gender, all ages, small groups, different
strategies, growing, fighting for democracy, un-
equal, showing who is responsible, peaceful,
3-finger salute (self-production RMT), empow-
ering/encouraging, massive/powerful, danger-
ous/violent, scary, unifying

Characteristics online protest

not authentic, weaker than on street, danger-
ous/scary, large coverage, generation Y, trust,
country wide, emotions through live streaming,
all ages, for people who cannot go out, Key-
board fighter, generation Z, easy to access

Change of messenger consumption
since coup (human resources)

reporting misinformation on SM/pro-military,
deleting FB (messenger), questioning FB mes-
senger/WhatsApp/FB, following people/news
on Telegram channel, using WhatsApp, using
Telegram, using Signal, using SM less, using SM
more

Change of SM consumption since
coup/change of behaviour (Human
resource)

deactivating FB (messenger) for a certain pe-
riod, changing profile picture (3-finger-salute),
more aggressive, interested in different topics,
posting less about political issues, using Twitter,
deleting apps such as Facebook/having a break
from SM, using FB (again), using it less, using
it more

Misinformation/Fake News

zero data, about prisoners released, COVID-19,
informing/warning others/protesting news,
reporting misinformation on FB, preven-
tion, differences in generation/education,
problem/challenge, all the time, about mili-
tary/police, quantity of misinformation, every
information needs to be checked/ask friends,
hard to check/complex, mostly by military,
about release of Aung San Suu Kyi, decreasing,
increasing
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Impacts of coup

military actions

other restrictions, intranet, kicking out inter-
national companies, propaganda, cooperation
with China, release of combatants, Cybersecu-
rity Law, violence, threatening people, spread-
ing misinformation/Fake News, eliminating
human rights, banning/blogging SM/internet
shutdown, controls/surveillance, arrests, ban-
ning media agencies, whitelisting

internet shutdown

culprit (internet shutdown)

not specified, both military
and telecommunication
provider, solely telecom-
munication provider, solely
military

problems caused by internet shutdown

telecommunication provided
by military, impossible to
work/study, no entertainment,
no information spreading /
live streaming, no communi-
cation, no information gather-
ing

back since 27th of April, mobile internet cut
off, from 1-9am

discussions with friends/family, no rule of law,
less sleep/exhausted, curfew, no daily routines
anymore, fear/danger/depressed, losing jobs

Alternatives to internet shutdown
(partly material resources)

free VPN

many people use it

paid VPN, some are having trouble, text mes-
sages/calls, people helping each other to install
VPN, SIM cards from different country

Desirable changes in SM or Messen-
ger

no changes desired, hints of disturbing con-
tent, update information on FB, opportunity to
post voice messages, improve security settings,
providers should be more responsible, better
control of misinformation, hint for misinforma-
tion, use of nicknames, mark "I am safe", better
anonymization

Consideration of SM and Messen-
ger

concerns about personal data

not concerned/concerns are not common, no
concerns, concerned (especially since Feb.1st)

disadvantages about SM/messenger

time-consuming, hate speech, hacking,
fake accounts, sexual abuse, a lot of vio-
lence/depressing notes, misinformation,
authorities (police/military) controlling SM,
social pressure

important to read news

Security/safety measures

very important/useful, silence apps, Tor
browser, using safe messenger, backup on
laptop instead of phone, self-Censoring, story
function, information gathering/spreading
online, paid VPN (material resources), deleting
messages/blocking accounts, disappearing
messages (Signal), turning phone off/leaving
phone at home, not using Mytel, changing pri-
vacy/security settings, informing others, night
watch/neighborhood watch groups, password
rather than fingerprint/face recognition, more
than one FB account, solely protesting near
own house, gear (Helmets, goggles etc.), lock
profile FB
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