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Figure 1: The PairSonic user interface, demonstrated for a group of three users wanting to exchange their contact information.

Abstract trust from physical encounters to online communication. PairSonic
Securely exchanging contact information is essential for establish- simplifies the pairing process by automating the tedious verifica-
ing trustworthy communication channels that facilitate effective tion tasks of previous methods through an acoustic out-of-band
online collaboration. However, current methods are neither user- channel using smartphones’ built-in hardware. Our protocol not
friendly nor scalable for large groups of users. In response, we only facilitates connecting users for computer-supported collabora-
introduce PairSonic, a novel group pairing protocol that extends tion, but also provides a more user-friendly and scalable solution
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1 Introduction

Effective communication and collaboration require a trusted envi-
ronment where participants clearly know each other’s identities
and do not have to fear unauthorized access [4]. This trust is vital
for facilitating open discussions among friends, family, colleagues,
business partners, and especially vulnerable groups like journalists
and activists [2, 3, 7]. While end-to-end encrypted (E2EE) mes-
sengers like Signal support group collaboration through real-time
messaging and video calls, they cannot, by default, protect against
unauthorized access and impersonation by active adversaries. These
threats include rogue service operators and machine-in-the-middle
(MitM) attacks. Active MitM attacks in particular have become more
prominent due to reports of law enforcement agencies compromis-
ing app providers, highlighting a practical and concerning risk for
privacy infringements by malicious actors in the future [2].

To mitigate these risks, E2EE tools require users to perform a
manual contact verification process known as the authentication
ceremony [8]. Only after this ceremony is completed is the com-
munication fully protected. The current design of authentication
ceremonies in E2EE tools has two major shortcomings: First, they
have low usability, requiring considerable user interaction, time,
and effort [2, 4, 8]. Second, they do not support larger groups,
functioning only between two users [6]. This limitation is signif-
icant because collaboration often involves multiple participants.
Performing bilateral authentication ceremonies between each pair
of group members is infeasible, as the number of required manual
verifications scales quadratically with the group size.

To address both challenges, we designed PairSonic, a novel pair-
ing protocol for the fast and secure exchange of contact information
that scales efficiently to multiple participants. Our prototype imple-
mentation allows users to extend trust from physical encounters to
online communication by simply holding their devices together for
a few seconds, aligning with intuitive association behavior. This
demo accompanies our full paper at CSCW 2024 [6], where we
evaluated PairSonic’s usability in a lab study, finding it to be highly
effective for groups. PairSonic automates the tedious verification
tasks required by previous approaches, greatly enhancing usability
and making secure group communication more accessible.
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2 System Design

PairSonic is a group pairing protocol that enables two or more users
meeting in person to spontaneously exchange or verify their contact
information. Each participant obtains authentic and verified con-
tact details of all other participants, including their cryptographic
public keys. Importantly, our protocol does not rely on external key
management infrastructure, prior associations, or shared secrets.

2.1 Protocol

The PairSonic protocol is based on the cryptographic foundation of
the SafeSlinger protocol [1], but improves its usability and deploya-
bility [6]. Our protocol operates in three main phases (Figure 1):

(1) Initialization: A group of users initiates PairSonic on their
smartphones to exchange contact data. One member is se-
lected as the temporary coordinator while the others become
participants. The coordinator inputs the total group size and
ensures that all participants’ smartphones are ready and
within proximity. The coordinator’s smartphone sets up a
temporary ad-hoc WiFi network and transmits the network
details over an acoustic out-of-band (OOB) channel, allowing
the other smartphones to connect automatically.
Verification: Once connected, the devices use this WiFi
network to perform a cryptographic protocol derived from
the SafeSlinger protocol [1]. Participants send nested com-
mitments, containing their contact data and cryptographic
public keys, to the coordinator’s smartphone. The coordi-
nator aggregates these commitments into a hash value and
transmits it over the acoustic OOB channel. All devices mon-
itor this channel, ready to abort the process if an incorrect
message is detected.

Upon verifying the correct hash value, a blue lock symbol
appears on each smartphone, prompting users to confirm
the matching symbols on all other devices. If confirmed,
the smartphones use the WiFi network to distribute success
nonces, allowing the display of verified exchanged contacts.
If the lock symbol confirmation fails, abort nonces are re-
leased, halting the protocol and ensuring the integrity of
the contact exchange. We changed the verification symbol
based on feedback from our user study, because some partic-
ipants misunderstood the previous checkmark as indicating
protocol completion without verifying the symbol.
Finalization: Each participant now sees a list of all received
contacts and can select which to import.

—
N
~

—
SY)
=

2.2 Acoustic Out-Of-Band Channel

Previous user studies have indicated that performing authentica-
tion ceremonies with current E2EE tools like Signal or WhatsApp
is often challenging due to the time and effort required [2, 4, 8]. Our
protocol, PairSonic, addresses these issues by automating manual
verification tasks such as comparing phrases, digits, or pictures.
PairSonic utilizes an acoustic location-limited channel, leveraging
the smartphones’ built-in speakers and microphones to exchange
data within a range of approximately one meter. This method sim-
plifies the inclusion of multiple devices at once, a distinct advantage
over near-field communication (NFC) or quick-response (QR) codes,
which typically handle one device at a time. Moreover, unlike WiFi
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Table 1: Selection of devices where we have verified compatibility with PairSonic, indicating support for audible and inaudible
modes. In principle, any smartphone with WiFi Direct and running at least Android 6.0 (released in 2015) should be compatible.

Model oS SDK Audible Inaudible Model (o] SDK Audible Inaudible
Google Pixel 4 Android 13 33 v v Oppo Reno 6 Android 11 30 v v
Google Pixel 4a Android 13 33 v 4 Redmi Note 9 Pro Android 10 29 v v
Google Pixel 5 Android 13 33 v v Samsung Galaxy A32 Android 12 31 v v
Google Pixel 6 Pro  Android 13 33 v v Samsung Galaxy A52s 5G Android 14 34 v v
LG Nexus 5 Android 6.0.1 23 v v Samsung Galaxy S10e Android 12 31 v v
Motorola Edge Android 10 29 v 4 Samsung Galaxy S20 Ultra 5G ~ Android 10 29 v v
OnePlus 10 Pro Android 12 31 v v Samsung Galaxy S22 Android 13 33 v v

or Bluetooth, the acoustic physical layer in our system is inherently
location-limited and software-defined, allowing for the incorpo-
ration of advanced physical layer security techniques [5]. These
enhancements can significantly strengthen the protocol’s defense
against sophisticated attacks on the acoustic channel, thus provid-
ing an additional layer of security for group pairing.

3 PairSonic Prototype

Our prototype of PairSonic is implemented as an Android app using
the Flutter framework. For communication, we utilize two chan-
nels: a local ad-hoc WiFi connection, provided by the Android WiFi
Direct API, and the acoustic OOB channel for data transmission
via sound waves, provided by the ggwave library.! During our user
study [6], we employed audible frequencies ranging from 1875 Hz
to 6375Hz to evaluate user perceptions of this communication
method. Participants expressed concerns about the appropriateness
of audible noises in quiet settings like museums or libraries. In re-
sponse, we developed a variant that uses inaudible near-ultrasonic
frequencies between 15000 Hz and 19 500 Hz. Our testing revealed
that these inaudible frequencies not only mitigate the issue of noise
in quiet environments but also enhance the robustness of the com-
munication. This improvement addresses another concern raised in
our lab study, which noted occasional failures in acoustic commu-
nication that required restarting the pairing process.

The combination of an acoustic channel with WiFi Direct in
our prototype forms a novel communication stack. To ensure func-
tionality and compatibility, we conducted tests using smartphones
from various manufacturers (Table 1). The prototype functioned
effectively on all devices tested that support WiFi Direct, provided
they run at least Android version 6.0 (API level 23, released in 2015).
PairSonic is interoperable, meaning that different device models
within the exchange can interact seamlessly.

4 Applications

PairSonic is designed to assist users in establishing trustworthy digi-
tal communication channels, making it especially useful for forming
ad-hoc collaboration groups among multiple users [3]. This makes
PairSonic particularly adaptable to various computer-supported
collaboration tools, including group work platforms, educational
hubs, and video conferencing systems. Furthermore, our protocol
could be integrated into E2EE messengers like Signal, WhatsApp,
or Matrix, providing a more user-friendly authentication ceremony
to support effective and trustworthy online collaboration.

Data-over-sound library ggwave: https://github.com/ggerganov/ggwave
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Our study [6] highlights these potential applications: participants
identified multiple scenarios where PairSonic could serve as a secure
method for contact exchange. These include forming private chat
groups on Signal, managing participants in Zoom video conferences,
and enhancing interaction within online collaboration tools.

Availability

Together with this paper, we provide an overview of the Pair-
Sonic project online at https://seemoo.de/s/pairsonic. PairSonic
is available as open-source software on GitHub: https://github.com/
seemoo-lab/pairsonic
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