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Abstract

In light of the increasing vulnerability of citizens against cyber-
attacks, we conducted three representative surveys with German
citizens in 2021 (N=1,093), 2023 (N=1,011), and 2024 (N=1,004) to
examine their cyber threat awareness, use of protective security
measures, and preferred information channels. While our findings
attest large proportions of the German population a high level of
cyber threat awareness, many citizens feel inadequately informed
about coping with cyberattacks and show little confidence in Ger-
man security authorities to protect citizens and infrastructures.
While age correlated with citizens’ awareness and behavior, we
only saw minor temporal differences between datasets. Finally,
we provide design and policy implications for enhancing citizens’
awareness of cyber threats and implementing security measures.
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1 Introduction

Understanding how citizens perceive cybersecurity, the measures
they adopt, and the ways they inform themselves about cyber
threats is critical for governments and organizations aiming to
promote secure behavior and develop effective, user-centered secu-
rity technologies [101]. The advancing digitization and networking
of infrastructures and people towards a post-digital society [20],
coupled with the increasing frequency and sophistication of cyber-
attacks [24], requires of citizens a basic level of threat awareness and
security training to implement proper security measures, practices,
and tools [39], such as in the case of e-mail and phishing protection
[61, 77, 85], Internet of Things (IoT) security [3], password manage-
ment [93], or web privacy [37, 58]. When designing usable security
technologies [36], both developers and citizens are challenged by
the need to balance the conflict of objectives between security and
usability [89, 91]. In previous research on Human-Computer Inter-
action (HCI), it was found that the country of residence represents
the strongest predictor for the prevalence of privacy and security
misconceptions, which potentially impair the proper adoption of
security technologies [44].

Furthermore, Germany was identified as a state-oriented risk cul-
ture where citizens’ trust in state authorities is high, expecting them
to prevent and manage incidents, while German citizens showed
low awareness, knowledge, and confidence in their respective indi-
vidual capabilities [21, 81]. However, research on the ransomware
attack against a Diisseldorf hospital [88] or the Russian hack dis-
abling thousands of wind turbines in Germany [90] showcase how
cyberattacks might undermine public confidence in authorities. In
light of this, it seems important to not only examine citizens’ behav-
ior and technology use but also their expectations of government
communication regarding cyber threats and protective measures.
Our literature review revealed that German citizens’ cybersecurity
behaviors and attitudes have so far only fragmentarily been in-
vestigated with regard to correlations with demographic variables
[67] and temporal trends. Moreover, the information behavior and
expectations of the German population regarding the communica-
tion about cyber threats and protective measures have not received
scientific attention thus far.
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As the findings of surveys with such a focus might be impor-
tant building blocks to design and evaluate both guidelines and
strategies that enhance authorities’ and citizens’ preparedness and
response to cyber threats [53], we seek to answer the following
research question: Using the example of Germany, what are
design and policy implications to enhance the awareness,
implementation, and communication of cybersecurity infor-
mation? To answer these questions, we conducted three repre-
sentative surveys with German citizens in 2021 (N=1,093), 2023
(N=1,011), and 2024 (N=1,004). By combining three datasets for
an advanced descriptive, statistical, and comparative analysis, our
study seeks to provide the following contributions to the domain
of human-centered cybersecurity research:

o Empirical insights into citizens’ awareness of cyber threats,
implemented security measures, as well as knowledge about
and trust in security agencies (C1).

e Statistical insights into socio-demographic and temporal
factors influencing citizen behavior and perceptions with
regard to cybersecurity (C2).

e Design and policy implications for enhancing citizens’ and
employees’ awareness of cyber threats and the implementa-
tion of security measures (C3).

This paper will present related work on the cybersecurity at-
titudes, protective measures, and communication preferences of
German citizens (Sec. 2) before introducing the method consist-
ing of questionnaire design, data collection, and analysis (Sec. 3).
Then it will present the analysis of our representative surveys with
German citizens (Sec. 4). Finally, it will discuss design and policy
implications for enhancing citizens’ and employees’ cybersecurity,
and compare our results to those of related work (Sec. 5).

2 Related Work

To motivate our survey, key findings with regard to cyber threat
perception, exposure and protective measures, and communication
of cybersecurity information from the most recent surveys with a
focus on Germany are presented below.

2.1 Cyber Threat Awareness and Perception

The awareness and behavior of the German population with regard
to cybersecurity have already been investigated in several repre-
sentative studies with an academic or policy background. In the
context of the Russian war of aggression against Ukraine, one 2022
representative survey commissioned by the German digital indus-
try sector association Bitkom (N=1,002) focused on cyberattacks as
a means of warfare [83]. It revealed that three quarters of Germans
expected wars to be increasingly fought digitally (77%) and were
worried about cyber wars being waged against Germany in the fu-
ture (75%). Already in 2016, a survey of U.S. citizens (N=1,040) found
a similar high threat perception; 70% expected major cyberattacks
on public infrastructures in the next five years [71].

Although, according to other representative Bitkom surveys
from 2021 (N=1,011) and 2023 (N=1,018), most Germans considered
themselves primarily responsible for protecting their data ("21: 88%)
[5] and their security on the internet ('23: 74%) [28], they articulated
need for improvement of governmental cybersecurity activities,
particularly regarding the policing of cybercrime. The 2021 and
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2022 follow-up surveys (N=1,014) indicate that a large majority
wanted the police to show more presence in the digital space (’21:
91%; ’22: 93%) and demanded greater state investment in police units
specializing in cybercrime ('21: 92%; *22: 97%) [5, 27]. Clear deficits
are also seen in the capabilities of the German armed forces; in the
2022 survey on cyberattacks in warfare, only a minority of Germans
(10%) believed that the armed forces were sufficiently equipped
to defend Germany in cyberspace [83]. Yet, according to Bitkom
figures ('19: N=1,004; *20: N=1,016), the proportion of citizens that
agree that Germany should actively respond to a cyberattack with
counterattacks declined from 2019 to 2020 ('19: 46%; °20: 43%) [7, 79].
Further, a survey (N=707) on the 2020 Diisseldorf hospital hack
shows how cyberattacks potentially undermine public confidence
in governmental institutions since the public may perceive the
authorities as incapable of defending against future threats [88].

The annual surveys by Bitkom further indicate a growing indi-
vidual threat perception among the German population; the share
of people who consider their data to be unsafe on the internet
has overall increased between 2020 and 2023 (°20: 68%; ’23: 77%)
[5, 29, 79, 83]. This corresponds with a rise in the share of the popu-
lation that assumes a growing threat from cybercriminals ('20: 94%;
’21: 98%) and that is more afraid of cybercrime than of analog crime
(°20: 39%; '21: 48%) [5, 79]. As regards threat actors on the internet,
in 2023, Germans felt most threatened by organized crime (87%),
followed by individuals (35%), state actors (24%), and companies
(5%) [28]. With regard to the perception of specific cyber threats,
the Bitkom surveys also reveal an increase between 2019 and 2021
[5,7,79]. This is the case for not only typical cybersecurity and data
security threats such as the illegitimate use of data by companies
(’19: 79%; *21: 85%), malware infection ('19: 62%; *21: 82%), and the
abuse of passwords and accounts ('19: 54%; ’21: 62%), but also for
phenomena such as hate speech ('19: 11%; *21: 27%), insults and
bullying on the internet ('19: 17%; ’21: 26%), or sexual harassment
online ('19: 17%; *21: 26%). From 2022 onwards, comprehensive data
on Germans’ perception of these threats is not available.

2.2 Threat Exposure and Protective Measures

According to a 2024 representative survey (N=3,047) commissioned
by the Federal Office for Information Security (BSI) and the Police
Crime Prevention of the Federal States and the Federation (ProPK),
almost one quarter of Germans (24%) have already been person-
ally affected by cybercrime at least once [14]. The proportion of
those affected has been relatively stable over the last five years;
in surveys by the same institutions in 2020 (N=2,000; 25%), 2021
(N=2,025; 25%), 2022 (N=2,000; 29%) and 2023 (N=3,012; 27%) a simi-
lar proportion stated to have been victimized [10-13]. A large-scale
victimization study conducted in the German state of Lower Sax-
ony in 2020 (N=4,102) revealed a victimization level of a slightly
higher magnitude (30%) [64]. For the Finnish population, Nési et
al. discovered through a representative survey (N=5,455) in 2018
that men were more likely to be affected by malware than women
[70]. However, in contrast to [64], a positive correlation was found
with regard to age; increasing age is associated with higher mal-
ware exposure. Based on a representative survey (N=11,953) of U.S.
citizens in 2021, an age correlation was found with regard to the
exposure to different types of online fraud [9].
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The BSI and ProPK surveys from 2022 to 2024 further requested
all self-reported victims of cybercrime to indicate the type of in-
cidents they had experienced [12—-14]. While around a quarter of
those concerned in 2024 have been affected by online shopping
fraud (’22: 25%; *24: 30%) or unauthorized access to an online ac-
count ("22: 25%; '24: 24%), around a fifth has become a victim of
malware ("22: 24%; *24: 21%) or phishing ('22: 19%; *24: 18%). More
than ten percent were affected by identity theft ('22: 19%; *24: 14%),
calls from criminals pretending to be IT-support staff (*22: 9%; *24:
13%), and fraud via messenger services ('22: 11%; *24: 10%), whereas
online banking fraud ('24: 9%), ransomware (22: 10%; *24: 6%), and
different types abusive content were less common.

Whether Germans actually implement specific protective mea-
sures against cybersecurity threats is another topic of the annual
surveys by BSI and ProPK [10-14]. Most commonly adopted were
up-to-date antivirus programs (20: 57%; ’24: 47%), strong passwords
(°20: 48%; *24: 47%), two-factor authentication (*20: 33%; *24: 37%),
up-to-date firewalls ('20: 47%; *24: 32%), regular manual updates (*23:
30%; "24: 26%), automated updates ('20: 25%; *24: 22%), regular back-
ups (°20: 20%; *24: 22%), and encrypted e-mail ('20: 18%; *24: 16%) or
messenger communication ('23: 17%; *24: 14%). Password managers
within the browser ("23: 14%; ’24: 15%) or as separate applications
(°23: 9%; ’24: 10%), as well as virtual private networks (VPNs) ('23:
11%; *24: 11%) were less common. Due to security concerns, some
respondents also refrain from using social networks ('20: 10%; *24:
8%), online banking (’20: 10%; "24: 7%), or online shopping (’23: 3%;
’24: 3%). For most of the measures surveyed, the degree of adoption
among the German population increased between 2020 and 2021
but declined from 2021 to 2024.

2.3 Communication of Cybersecurity Advice

Concerning the communication of cyber threats, protective mea-
sures, and advice to the German population, the surveys commis-
sioned by the BSI and ProPK indicate deficits [10-14]. The 2022
survey revealed that almost a third (31%) claim to have never no-
ticed any recommendations on how to protect themselves against
cybercrime [12], and from 2022 to 2024, more than one fifth ('22:
23%; ’24: 23%) state that they have never informed themselves about
cybersecurity [12—14]. By contrast, more than half of respondents
(°22: 51%; ’24: 57%) inform themselves at least occasionally. Yet,
in 2022, only 76% of those who have already encountered cyber-
security recommendations considered them comprehensible [12].
This is consistent with the finding from the 2021 survey that, in
addition to a high implementation effort (44%), complicated and
difficult-to-understand recommendations (43%) were named as the
main barrier to the full implementation of recommendations [11].

The 2023 and 2024 surveys additionally asked those actively
searching for cybersecurity information about used information
channels and found that they inform themselves most commonly
through websites (°23: 64%; 24: 69%), family, friends, and acquain-
tances (°23: 39%; ’24: 39%), social networks (°23: 29%; ’24: 34%),
television (°23: 26%; '24: 27%), videos or tutorials ('23: 19%; ’24:
21%), apps ('23: 15%; *24: 16%), printed or digital newspapers (*23:
15%; "24: 15%), printed or digital specialized journals ("23: 13%; ’24:
14%), newsletters (*23: 12%; 24: 13%), and radio ("23: 11%; *24: 11%)
[13, 14]. Results from 2023 show that in the future, Germans would

CHI ’25, April 26-May 01, 2025, Yokohama, Japan

like to receive information on cybersecurity through websites (42%),
traditional media like TV, radio or newspapers (36%), newsletters
(21%), YouTube (18%), and dedicated apps (17%) [13]. The survey
conducted by the European Commission further shows that in 2019,
80% of Germans were not aware of any official channel for report-
ing cybercrime and illegal online behavior, which is roughly in line
with the European average (77%) [49].

2.4 Summary of Findings and Research Gaps

The review of existing surveys revealed that a significant share
of knowledge about the cybersecurity attitudes and behavior of
the German population originates from studies conducted on be-
half of government agencies or industry associations [5, 7, 10—
12, 15, 79, 83]. Scientifically published studies typically had a more
narrow focus and were concerned with cybercrime victimization,
general cybersecurity knowledge and behavior, and privacy and
security misconceptions [44, 64, 96]. In light of this, this work ad-
dresses three distinct research gaps. First, correlations between
demographic variables and behaviors and attitudes of the German
population have only been studied fragmentarily before. Analyses
have only been performed with regard to cybercrime victimiza-
tion, general cybersecurity knowledge and behavior, and attitudes
toward nudging [41, 51, 64, 96].

Second, the studies mostly refer to datasets from a singular sur-
vey. None of the scientific publications uses longitudinal data and
analyzes temporal differences and trends. The only data available
in this regard is provided by the annual surveys by BSI and ProPK
[10-14] or Bitkom [5, 7, 79]. In addition, the respective research
reports only compare data on selected topics for different years.
Moreover, an explicit analysis and interpretation of trends rarely
takes place. Third, the information behavior and expectations of
the population regarding the communication about cyber threats
and protective measures have not received scientific attention thus
far. Surveys of German authorities, however, have already provided
initial descriptive information on perceived information deficits
[11-14], currently used information sources [13, 14], as well as
requested information types [12-15] and channels [13].

3 Method

To answer this paper’s research questions, we designed a question-
naire with practitioners, considered measures to mitigate biases
that are inherent in survey-based research, commissioned the data
collection through an online panel provider in three iterations
(2021, 2023, 2024), and performed a descriptive, comparative, and
statistical data analysis (Figure 1).

3.1 Questionnaire Design

In order to design the questionnaire, we conducted two creative
workshops with eight participants, thereof four cybersecurity ex-
perts from German CERTSs representing the roles of an incident
manager, IT security officer, public safety answering point, and
team leader, and four researchers from the domains of digital hu-
manities, human-computer interaction, IT security, and political
science. Following an established approach from previous works,
we followed the notion of facilitating individual creativity (e.g.,
reflection) before collective creativity (e.g., brainstorming) could
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Figure 1: Overview of the methodological approach and timeline of our study on German citizens’ cyber threat awareness,

protective measures, and communication preferences.

influence individual thoughts [23]. At the beginning of the first
workshop, we introduced the overall goal of designing a question-
naire for the conduction of a representative survey. In the following
reflection phase, participants were able to note ideas or questions
on a digital board, before they used a presentation phase to discuss
their ideas and arrange them thematically. Based on this, the authors
designed a draft version of the questionnaire. The second workshop
was again hosted online to discuss and refine the questions and
their items, generate new ones, and reflect upon their thematic
grouping and relevance for the underlying research project. We
used the participants’ feedback to create a second draft of the ques-
tionnaire and distributed it via email for a final round of feedback.
After conducting a pre-test with 10 persons, we added explanations
to difficult terms and thought about potential response biases.

To minimize the potential question order bias [47] in our ques-
tionnaire design, we took several measures. Firstly, we ensured
that respondents were not primed by asking general questions be-
fore specific ones. Secondly, we organized similar questions into
thematic blocks. Thirdly, we conducted a pre-test to assess if the
question order caused any irritation among the respondents. While
the questions were presented in the same order for all participants,
the rows in matrix questions were randomized. Additionally, obtain-
ing demographic information before the thematic questions was
necessary to meet the panel provider’s requirement for sample rep-
resentativeness. Furthermore, in order to address concerns of unbal-
anced questions and scales [35], we carefully worded our questions
and items in a neutral and objective manner. We employed balanced
scales, such as Likert scales with a neutral option, wherever possible.
Moreover, to prevent survey time fatigue and maintain respondents’
attention [17], we designed the questionnaire for an average com-
pletion time of 20 minutes, as determined during the pre-test. An
attention check item, "Please click on ’Rarely’ here" (Q12), was
included to verify respondents’ attentiveness and sincerity. Finally,
managing social desirability bias [66] proved challenging, especially
in measuring cybersecurity behavior [31]. To address this to some
extent, we selected the self-administered survey mode, which can
enhance respondents’ perception of privacy and anonymity, thus
encouraging more honest answers [57, 66]. However, as our sur-
vey relies on self-reported data, we acknowledge the possibility
of biased results. The final version of the questionnaire comprised
nineteen questions (Appendix A), asking for the consent of partici-
pation (Q1), demographic variables (Q2-6), and then our thematic
questions (Q7-14).

3.2 Data Collection

The study was conducted in accordance with the requirements of
the ethics committee at our university, such as avoiding unneces-
sary stress, excluding risk and harm, and anonymizing participants.
While the personal data collected were limited to age, gender, edu-
cation, income, and state (Table 1), participants were transparently
informed about the goals of the study and then asked for their in-
formed consent to participate. For the inquiry, we selected GapFish
(Berlin) as an ISO-certified panel provider, ensuring panel and data
quality, security, and survey quality within their panel of 500,000
active participants. After transmitting the final questionnaire, Gap-
Fish programmed and hosted the online survey. Based on data from
the German Federal Statistical Office, GapFish set quotas for the
different demographic variables to ensure representativity for the
German population with regard to age, gender, education, income,
and state. After final quality checks, a soft launch, and mutual
agreement was achieved, they invited participants from their panel
to take part in the surveys in September 2021 (N=1,093, t,,,cqian:
19.3 min.), April 2023 (N=1,011, t,;,¢giqn: 18.0 min.) and March 2024
(N=1,004, t;pediqn: 18.2 min.) until the representativity quotas were
met (e.g., of ~1,000 participants, ~51% should identify themselves
as female and ~49% as male).

Due to the panel size, it is unlikely but still possible that par-
ticipants took part in more than one of the three inquiries. The
rationale for selecting these three specific points of inquiry relates
to the potential impact of major global events on public perception
of security and risk, including cybersecurity. The 2021 COVID-19
pandemic wave, the 2022 Russian invasion of Ukraine, and the 2023
Hamas-led attack on Israel received intense media coverage and
involved heightened public discourse on security, digital threats,
and misinformation. We sought to distance our survey collection
dates from these events to minimize short-term heightened percep-
tions that might otherwise skew responses. This timing approach
was designed to yield more stable long-term insights into public
cybersecurity perceptions rather than capturing potentially reac-
tive, event-driven attitudes. As the projected average length of the
survey was 20 minutes, every participant received €2 (i.e., 10 cents
per minute of the projected survey length) from the panel provider,
which could be redeemed as a payout or voucher as soon as a certain
threshold (e.g., €5 or €10) is reached, usually after multiple survey
participations. The German original data (i.e., the codebook and sur-
vey data from 2021, 2023, and 2024) is provided as supplementary
material in the ACM Digital Library.
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Variable Values

Age 18-24 (8.9, 8.1, 8.8%), 25-34 (14.6, 14.5, 14.4%), 35-44 (15.0, 14.7, 14.4%), 45-54 (16.7, 15.8, 16.5%), 55-64 (18.2, 18.8, 18.9%), 65+ (26.5, 28.0, 26.9%)

Gender Female (50.2, 51.1, 50.9%), male (49.6, 48.7, 49.0%), diverse (0,1%), not stated (0,1, 0,1, 0,0%)

Education = Lower education (28.5, 17.6, 18.3%), middle school (36.0, 36.4, 34.0%), high school or academic degree (35.5, 46.8, 47.7%)

State BB (2.6, 3.1, 2.8%), BE (4.5, 4.4, 4.6%), BW (13.4, 13.8, 11.9%), BY (15.9, 16.1, 16.0%), HB (0.8, 0.6, 0.8%), HE (7.6, 7.0, 7.3%), HH (2.3, 2.3, 2.2%),
MV (1.6, 2.0, 2.0%), NI (9.7, 9.8, 10%), NW (21.7, 21.6, 22.1%), RP (4.9, 4.9, 5.0%), SH (3.6, 3.7, 3.8%), SL (1.2, 1.1, 3.8%), SN (4.9, 4.7, 5.0%), ST (2.7,
2.6, 2.8%), TH (2.6, 2.4, 2.6%)

Income <1,500€ (24.5, 18.5, 18.7%), 1,500-2,600€ (30.8, 27.0, 26.9%), 2,600-4,500€ (28.9, 35.4, 32.8%), >4,500€ (15.7, 19.1, 21.6%)

Table 1: Demographic variables and values of the samples (2021, 2023, 2024). German states are represented by ISO 3166-2

abbreviations (e.g., BB—Brandenburg).

3.3 Data Analysis

The statistical analysis employed a custom Python script that uti-
lized the SciPy library [95] for statistical calculations and pandas
[73, 97] for data storage. An exploratory approach was adopted,
calculating effect sizes between all pairs of variables, including
demographic ones. Additionally, variables representing the cumula-
tive score of specific questions (Q9, Q11, Q12, Q13) were introduced
and correlated. Individuals who failed the "attention check" ques-
tion were excluded from the study. For certain correlations, specific
data points were filtered out. In the case of gender-related correla-
tions, two data points were removed as they reported genders other
than male or female. To ensure an ordinal scale, individuals who
selected the "Other degrees" option were filtered out from correla-
tions involving the degree as one of the variables. For Q9 and Q11,
respondents who chose the option of "do not know" were filtered
out when correlating those specific questions. Data points were
only filtered out when they affected a particular variable. All cor-
relations not affected by the above considerations were calculated
using the entire dataset.

Spearman’s rank correlation coefficient [99] was used to assess
correlations between ordinal demographic variables (such as age
group, income group, or degree) and other ordinal variables. For
correlations between two non-demographic ordinal variables, we
applied the Pearson correlation coefficient [33]. To compare the re-
sults between men and women, as well as between individuals from
the western versus eastern German states, we conducted t-tests
[94]. Additionally, t-tests were utilized to explore the relationship
between ordinal variables and questions where participants could
select a limited number of options from a list, comparing groups
that did versus those that did not choose a specific option. When an-
alyzing the relationship between two such questions, we employed
the Chi-Square test [74]. For comparisons across individual federal
states, we conducted one-way ANOVA tests [38].

Effect sizes were calculated for each test and categorized as "no
effect,’ "weak,' "moderate,’ or "strong." Only moderate and strong
effects were reported. Spearman’s Rho correlations were classified
using the rule of thumb by Rea and Parker [76]. For ANOVA tests,
the effect size was calculated using 5? and interpreted based on
guidelines from Miles and Shevlin [63]. The remaining tests were
interpreted according to Cohen’s guidelines [19]: Pearson corre-
lation with r, t-tests with Cohen’s d, and Chi-Square tests with
Cramer’s V as the measure of effect size.

The variables gender and state were measured on a nominal
scale. To assess correlations with these variables, Pearson’s Chi-
square test [74] was employed. Cramer’s V [22] was calculated as a
measure of effect size, which was then converted to Cohen’s w and
interpreted based on Cohen’s guidelines [19]. For all other variables
measured on an ordinal scale, the correlation was computed using
Spearman’s rho [65]. These correlations were interpreted by the
rule of thumb of Rea and Parker [76]. We also conducted a statisti-
cal analysis to examine differences in response patterns between
the 2021 and 2024 questionnaires. To compare descriptive results
between the two questionnaires, we applied t-tests [94]. To assess
whether the relationship between two ordinally scaled variables
changed over time, we used the Fisher-Z test [26]. For relationships
previously examined using t-tests, ANOVA tests, or Chi-Square
tests, we employed a two-factorial ANOVA [38] to compare the
results across the different years. For these comparisons, we did
not calculate effect sizes, reporting only whether the differences
were statistically significant.

3.4 Limitations and Mitigation Strategies

First, a key limitation of this study is the use of an exploratory
approach to analyze a large number of individual potential relation-
ships within the data. While this approach is valuable for uncov-
ering new patterns and relationships in the absence of established
hypotheses, it also increases the risk of identifying spurious corre-
lations — that is, statistically significant relationships that may not
reflect true underlying associations but rather arise by chance due
to the number of comparisons being made. To mitigate this risk,
we applied a more stringent significance threshold (p < 0.001) to
minimize the possibility of false positives. Since our approach did
not employ joint hypotheses and instead utilized individual rather
than disjunction testing, we have decided not to adjust the alpha
level further in accordance with the advice set forth by Rubin [84].
However, we acknowledge that the results should be interpreted
cautiously, particularly in the absence of prior theoretical ground-
ing or replication [72]. Future research should aim to confirm these
findings using hypothesis-driven approaches. Furthermore, we have
sought to mitigate the risk of spurious correlations by conducting
a longitudinal study, which allows for the testing of these relation-
ships over time. This approach strengthens the robustness of the
findings by providing evidence of consistency across different time
points, reducing the likelihood that the observed associations are
due to chance. Yet, further confirmatory research (e.g., replication
in independent samples) could provide additional validation.
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Second, as participants were required in Q12 to select from a
fixed scale without an option to indicate a lack of understanding,
some responses might reflect assumptions or guesses rather than
actual behaviors. This suggests that related findings should be in-
terpreted cautiously, particularly for measures that require more
technical knowledge, such as firewalls or end-to-end encryption.
Third, the study was conducted using an online survey, which pro-
vides representative results regarding some demographic factors
but only covers people who are willing to do online surveys; thus,
they are most likely more familiar with the Internet. Fourth, data on
population density was not collected nor investigated in this survey.
Future studies could consider a more balanced distribution of partic-
ipants across states or a larger sample size to examine the influence
of rural and urban areas. It would be interesting to observe whether
previous findings [6] can be reproduced in Germany, providing
insights for developing region-specific cybersecurity education and
communication strategies. Fifth, since our sample is based on Ger-
man citizens, further surveys incorporating and comparing users
of other nations with an individual-oriented or fatalistic risk cul-
ture [21, 81] could provide additional insights. Finally, we cannot
explain the population’s low confidence level in German authori-
ties’ cybersecurity capabilities. Investigating the reasons for such
perceptions, including interviews or open-ended survey questions,
represents a promising avenue for future empirical research.

4 Results

Given the large volume of gathered data, we observed numerous
weak correlations between variables. However, for the sake of
brevity, only moderate and strong relationships are reported in
this paper. As a significance level, we chose p < .001 for corre-
lations, t-tests, Fisher Z tests, and the ANOVAs. We focus on the
latest results from 2024 but indicate the percentage-wise differences
since 2021 in brackets (e.g., (+8)) and visualize selected interesting
items across all years of inquiry to highlight their temporal change.

4.1 Increasing Use of Mobile and Smart Devices,
Especially by Younger Citizens (Q7)

As an introductory question, we asked citizens about their internet

devices (Figure 2). Overall, 96% (+2) of respondents stated that they
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use a smartphone, with the majority (70%, +12) using them for
more than 2 hours per day on average, suggesting a noteworthy
increase in screen time over the last years. In contrast, mobile
devices without touchscreen and with internet access are used
by only 21% (-1). A clear shift towards mobile devices becomes
visible as the majority of respondents also use a notebook (82%,
+6), tablet (63%), or stationary PC (52%, -8), while only 35% use
internet-connected game consoles. With the exception of internet-
enabled smart TVs, which are used by 78% (+5) of respondents,
smart devices have not yet become ubiquitous. Still, smart speakers
(40%, +6) and smartwatches (43%, +10) reached a stronger growth
than smart lighting (22%, +2), smart heating thermostats (15%, +4),
and interconnected cars (10%, +1). The analyses have shown that
younger people use smartphones (p(1002) = —0.41) and gaming
consoles (p(1002) = —0.46) more frequently than older people.
Meanwhile, people from households with higher income use smart
cars (p(1002) = 0.21) and smart heaters (p(1002) = 0.21) more
often. Similarly, people with higher degrees of education tend to
have higher laptop usage (p(991) = 0.23).

4.2 High Awareness, Moderate Preparedness,
and Low Trust in Authorities (Q8)

When asking about cyber threat awareness on individual and soci-
etal levels, a large proportion of respondents evaluate the current
threat level as quite high (Figure 3). First, on an individual level,
54% (+8) agree or strongly agree that cyber threats pose a serious
risk to them. To enhance their security, 72% (+2) of participants
support the assessment that internet use should be avoided without
security software, and a further 62% (+2) state that they restrict
their internet use to commonly known websites. Second, in terms
of the prospective threat level, an even clearer pattern emerges: 83%
(+11) agree that the individual risk of cyber threat victimization will
increase, and 77% (+7) think a large-scale cyberattack on German
public infrastructure is a realistic scenario in the next five years.
Furthermore, we asked our participants to estimate their individ-
ual cybersecurity abilities. With a large increase since 2021, 57% (+8)
of our participants said that they feel insufficiently informed about
cyber threats. This indicates a moderate cybersecurity competence
of our participants, supplemented by the fact that only 39% (+1)

30%

43% 18% 21
24% 29% o 25%
41% 13% 9%
24% 12% 6%
18% 6% EEEEEE9—
24% 8% W8z
29% 4%2%
% 6% B5%m
15% 3%3%
2%"5%
2%%

Less than four hours per day

m More than four hours per day

Figure 2: Which devices do you use to connect to the Internet at work and at home, and how often do you use them (Q7, 2024)?
The option “Do not own” is not visualized for better comparability in this figure.
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Figure 3: How much do you agree with the following statements regarding cyber threats, i.e., threats on the Internet (Q8, 2024)?

found themselves confident of protecting their own devices from
cyber threats, whereas more than 62% (+3) do not feel confident of
detecting spy attacks on the internet properly. Correspondingly, a
qualification demand can be identified since 54% (-1) indicate that
they would like to educate themselves about protection on the in-
ternet. However, 48% (-1) of interviewees state they don’t know
who to contact for information on protective measures, and 33% (-1)
lack knowledge about internet sources on up-to-date and reliable
information about device protection. The correlation analysis has
shown that higher age strongly correlates with the agreement to
the statement that "in the absence of a firewall and virus scanner,
it is no longer possible to access the Internet, given the significant

risk of infection with malware." (p(1002) = 0.34). According to
the performed Fisher-Z test, this correlation is significantly higher
than it was in the data of our previous questionnaire from 2021
(z = 3.454), where the correlation index was only p(1091) = 0.20.
To our surprise, only 8% (-6) consider Germany as well pre-
pared for large-scale cyberattacks on public infrastructure, which
steadily decreased since 2021 (Figure 2), and only 17% (-6) of respon-
dents agree that German security authorities have the necessary
competencies to adequately protect citizens from cyber threats,
indicating low trust in governmental institutions (Figure 2). Further-
more, only 18% (-2) agree that cybercrime is adequately prosecuted
and punished by German law enforcement agencies. However, a
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Figure 4: In the last five years, how often have you personally been a victim of the following types of cyber threats (Q09, 2024)?
The options "Don’t know" and "Never" are not visualized for better comparability in this figure.

majority of 63% of respondents think that wars will increasingly
be fought digitally, but only 40% (+3) are generally afraid that a
cyberwar could break out. Regarding the question of whether Ger-
many should retaliate against cyberattacks with its own cyberat-
tacks (e.g., hackback), the respondents are divided; 36% (-1) view
this measure positively, and 28% (+1) negatively. Yet, we found
that men view retaliation measures significantly more positively
(p < .001,£(1001) = 9.18,d = 0.58). Analyzing the correlation
between items, we found that the opinion that Germany is well
prepared for large-scale cyberattacks on public infrastructure is
strongly tied to the trust in German security authorities to have
the necessary expertise to adequately protect citizens from cyber
threats (r(1002) = 0.58). Similarly, the confidence in adequately pro-
tecting devices from cyber threats is strongly tied to the perceived
knowledge of where to find up-to-date and reliable information on
protecting end devices (r(1002) = 0.52).
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4.3 Spam, Malware, and Ransomware Are the
Most Prevalent Threat Types (Q9)

When it comes to susceptibility to cyberattacks (Figure 4), as many
as 81% (+11) of respondents said they had been affected by spam at
least once in the last five years; indeed, 62% (+11) have been affected
by it occasionally or frequently. Moreover, 39% (-1) were affected
by malware in the same period (7% (-3) of them occasionally or
frequently) and 28% (-6) by ransomware (11% of them occasionally
or frequently). In addition, 27% (+3) have already suffered financial
losses due to online shopping fraud, and 20% (+4) due to scareware.
More serious types of harassment than spam also affected a frac-
tion of respondents, such as identity theft (12%, -4), cyberbullying
(12%, -4), cyberstalking (27%, +13), and doxing (9%, -3). Further-
more, participants have been affected by unauthorized third-party
access to an online or social media account (26%, +5) or a phishing
attack (22%, +3) while being less exposed to the privacy threats

iy 81%

m High Perceived Threat (Q11, 2024)

Figure 5: In the last five years, how often have you personally been a victim of the following cyber threats (Q09, 2024), and how
high do you estimate the risk of becoming a victim of one of the following cyberattacks in the next five years (Q11, 2024)?
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of spyware (12%, -5) and social engineering (12%, +3). Finally, few
participants indicate that they have been affected by more com-
plex cyber threats that interfere with the proper functioning of
a system. Whereas 16% of respondents have been impacted by a
DDosS attack at least once in the last five years, this is the case for
only 5% (-3) of respondents with regard to side-channel attacks,
only 7% with regard to advance persistent threats, and only 5% (-1)
with regard to crypto mining programs. The analysis revealed that
young people more often reported to have fallen victim to various
types of cyberattacks than older people, specifically online sexual
harassment (p(969) = —0.20), cyberbullying (p(961) = —0.23) and
violent threats (p(987) = —0.25).

4.4 The Risk of Cyber Threats Is Rated as High,
Regardless of Past Exposure (Q11)

When we asked our participants for their risk perception of attack
types within the next five years (Figure 5), many respondents in-
dicated that they perceive a high personal risk with regard to the
classic cybersecurity threats of spam (54%, +11), malware (33%, +4),
spyware (30%, +5), and phishing (29%, +4) as well as unauthorized
third-party access to online and social media accounts (27%, +4),
which increased across all previous items since 2021. In contrast,
only a smaller number of respondents have a comparable high risk
awareness of the dangers posed by online shopping fraud (22%, +2)
and serious forms of online harassment, such as identity theft (19%,
+2), doxing (14%, -2), cyberbullying (11%, -3), and cyberstalking
(17%, +3). The same applies to scareware (16%, +1), social engineer-
ing (16%, +2), and technically complex cyber threats, such as DDoS
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attacks (20%, +3), advanced persistent threats (15%, +2), crypto min-
ing programs (9%, -3), and side-channel attacks (9%, -2). Especially
remarkable is the observation that even though ransomware consti-
tutes one of the most frequent cyber threats, only 20% (+2) associate
rather high or very high risks with it.

As highlighted in Figure 5, we could not observe a stable re-
lationship between respondents being affected by a cyber threat
at least once and the resulting threat perception, suggesting that
other factors at least moderate threat perception. When looking
at the perceived probability of falling victim in the future, this ap-
plies to even more different attacks compared to past victimhood:
Younger age correlates with the perceived risk of online sexual ha-
rassment (p(848) = —0.27), spam (p(917) = —0.25), cyberbullying
(p(854) = —0.23), hate speech (p(840) = —0.24), violent threats
(p(839) = —0.31), online shopping scams (p(874) = —0.21), black-
mailing (p(806) = —0.21) and social media hacks (p(838) = —0.21).
Furthermore, we analyzed the correlation between the current and
the future susceptibility for each specific attack by calculating the
Pearson r coefficient for each attack. First, the current and future
susceptibility correlated for every attack, with a significance level of
p < .001. Second, this correlation was especially strong for sexual
harassment (r(828) = 0.56) and spam (r(900) = 0.57).

4.5 Easy-To-Use and Mandatory Security
Measures Are More Prevalent (Q12)
Looking at security measures and tools (Figure 6), it is noticeable

that a large number of respondents often or always use security
solutions that have been configured once and are then permanently
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Figure 6: How continuously do you use security measures on your personal devices to protect against cyber threats (Q12, 2024)?
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active, such as spam filters (78%, +8), firewalls (72%, +4) and an-
tivirus software (72%, +4) on the PC or laptop, as well as firewalls
(37%, -6) and antivirus software (52%, +3) on the smartphone. Also
common is regularly updating programs and apps (78%, +7) and the
operating system of devices (81%, +10). While fewer respondents
use software for automated backups, the use of storage media (37%,
+4) and cloud services (34%, +4) for backups enjoy similar approval
levels. Further, 35% (+1) cover the lenses of cameras on their devices.

With 56% (+14) of our participants, an increasing number of-
ten use two-factor authentication when logging into services, and
fewer use specific encryption measures, such as encrypted mes-
sengers (25%, -4), encryption software for e-mails (17%, -6), or en-
cryption software for files and hard disks (18%, -5). Still, a slight
increase in the use of tools that require regular user interventions
like password managers (32%, +3) or VPN services (30%, +3), but
not anonymization services (13%, -4) or meta-search engines (15%,
+1), could be observed. Furthermore, older people use antivirus
software (p(1002) = 0.29) and firewalls (p(1002) = 0.24) to protect
their computers more often. They are also more likely to abstain
from using social media (p(1002) = 0.27).

4.6 Conversations, Security Software, and TV
are Widespread Information Sources (Q13)

When asking citizens which channels citizens would prefer to re-
ceive cyber threat information (Figure 7), around half of respondents
reported that they sometimes or more frequently obtain informa-
tion from family or friends (61%, +1), installed security software
(55%, -4), television (49%, -7), and security software vendor websites
(46%, -5). A slightly smaller proportion but still more than a third
said they at least sometimes consult the websites of software or
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hardware manufacturers (45%, +1), the radio (41%, -1), messengers
(36%), warning apps (40%, +6), school, university, or workplace (38%,
+4), multimedia services such as YouTube (31%, -2), and newsletters
(33%) to access cybersecurity information, while social networks
(28%, -2), security news websites (31%, +2), specialized publications
(25%, -3), and security authority websites (24%, -2) were cited less
frequently. Finally, only a small and annually decreasing proportion
of participants mention blogs (11%, -8), microblogging services (9%,
-6), or podcasts (12%, -4) as at least occasional sources.

According to our results, people of higher ages are less likely
to utilize their workplace, school, or university as such a channel
(p(1002) = —0.38). However, they are more likely to use the press
(such as newspapers) (p(1002) = 0.20), newsletters (p(1002) = 0.24),
installed software (p(1002) = 0.29) and websites of manufacturers
of security software (p(1002) = 0.21). Interestingly, some of these
correlations have become stronger since our first survey in 2021,
as shown by the Fisher-Z-Tests: The correlation between age and
the utilization of newsletters as a channel inside the data from
those years (p < .001, p(1091) = 0.08) has increased significantly
(z = 3.756). Similar effects could be observed in the correlations
between age and the use of installed software as a channel (old
correlation: p(1091) = 0.15, z-Results: z = 3.364). Furthermore,
people with higher income (p(1002) = 0.29) and people with higher
degrees (p(991) = 0.23) are more likely to retrieve such information
from their workplace, school, or university.

4.7 Security Software, TV, and Warning Apps
Are Preferred Information Channels (Q14)

We asked respondents to indicate their three preferred channels
for receiving cyber threat, vulnerability, and problem resolution
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Figure 7: Which channels do you currently use to find out about cyber threats, vulnerabilities, and solutions (Q13, 2024)?
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Figure 8: Through which channels would you prefer to receive information on cyber threats, security vulnerabilities, and
problem solutions in the future? Please select up to three items (Q14, 2021-2024).

information in the future (Figure 8). Altogether, warning apps on
smartphones (35%, +8), installed security software (29%, -4), and
television (25%, -10) were mentioned most frequently in 2024, indi-
cating a transition from TV to warning apps as the most preferred
future information source. While the websites of security software
manufacturers (21%, -1), security authorities (18%, +5), hardware or
software manufacturers (n=15%, +1), media specializing in security
topics (n=12%), and specialized newsletters (12%) still constitute
noteworthy information channels, there is also a strong interest in
direct exchange among family or friends (20%, +3) and, to a lesser
extent, the school, university or workplace (12%, +3). While most
traditional media, including press publications (15%, -1), radio (18%,
+3), and scientific publications (5%, -1), remained relatively stable,
only a minor decline in social channels such as messengers (13%,
-1), social networks like Facebook (11%, -2), and multimedia services
like YouTube (9%, -3) is observable.

To analyze the connection to items other than the three picked,
we conducted t-tests, with one group being people who did pick
a certain channel and the other being people who did not. We
found that the people in the groups that picked workplace, school
or university (¢(1002) = 11.2,d = 0.97), multimedia platforms
(#(1002) = —8.36,d = 0.85), social media platforms (¢(1002) =
5.43,d = 0.50) and podcasts (£(1002) = 7.08,d = 1.1) are each
significantly younger. We also analyzed the connection between
current and preferred channels. Similarly to the above paragraph,
we conducted t-tests, where one group consisted of people who did
pick a preferred channel in Q14, and the other consisted of people
who didn’t. We then analyzed whether one of those groups had a
higher average current channel usage according to Q13. Several
interesting observations could be made: first, except for blogs (p =
.002,1(1002) = —5.74,d = 2.40) and microblogging platforms (p =
.003,1(1002) = —3.87,d = 1.83), there was a significant difference
between the groups who did and did not pick a certain channel, with
the significance level being p < .001. Second, except for warning

Apps (t(1002) = —6.84,d = 0.47), all effect sizes were moderate or
strong. Third, the channel podcasts (t(1002) = —4.51,d = 1.82) has
an exceptionally high effect size.

5 Discussion and Conclusion

In this study, we examined German citizens’ awareness of cyber
threats, implementation of security measures, and communication
preferences. By combining three datasets for statistical analysis
(Table 2), we explored to what extent demographic (age, gender,
education, income, region) and temporal factors (2021, 2023, 2024)
influenced citizen perceptions towards cybersecurity. While we
analyzed three representative datasets of German citizens to reach
more generalizable and robust findings for the target population,
several assumptions about their generalizability for other countries
with similar digital infrastructures and threat landscapes can be
made. Yet, a survey by the European Commission highlighted fine-
grained and nuanced differences concerning cybersecurity behavior
and perception across the 28 European states, suggesting that a
“one size fits all” approach is neither effective nor feasible [49].

Since Germany was identified as a state-oriented risk culture
[21], similar findings might be replicated in countries with similar
characteristics (e.g., Austria, Sweden). However, we also asked for
individual security measures, and also in individual-oriented (e.g.,
the Netherlands) and fatalistic risk cultures (e.g., Italy), a high level
of preparedness across authorities and citizens is desirable, requir-
ing high-quality information as a foundation for culture-oriented
strategies. In this regard, our recommendations must be customized
to the country’s risk culture, for instance, by either laying focus on
informational push strategies from authorities (in state-oriented
risk cultures) or pull strategies by citizens (in individual-oriented
risk cultures) [81]. In fatalistic risk cultures, then, authorities are
expected to intervene, but the main focus is on the response and
recovery phases rather than prevention [21].
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Key Statistical Observations

Age
e Device usage (Q7): Smartphone (p = —0.41), gaming console (p = —0.46)
o Threat perception (Q8): "Without a firewall and virus scanner, you can no longer go on the Internet." (p = 0.34)
e Victimization exposure (Q9): Cyberbullying (p = —0.23)
e Victimization risk (Q11): Cyberbullying (p = —0.23), shopping fraud (p = —0.21), unauthorized account access (p = —0.21), spam (p = —0.25)
e Security tools (Q12): Firewall on PC/laptop (p = 0.24), antivirus on PC/laptop (p = 0.29), avoiding social media (p = 0.27)
e Current channels of information (Q13): Press (p = 0.20), websites of security software manufacturers (p = 0.21), newsletters (p = 0.24),
installed security software (p = 0.29), school, university, or workplace (p = —0.38)
o Preferred channels of information (Q14): Social networks (d = 0.50), multimedia services (d = 0.85), school, university, or workplace
(d = 0.97), podcasts (d = 1.1)
Gender
o Threat perception (Q8): "Germany should actively retaliate with cyberattacks itself in the event of a cyberattack (d = 0.58)
Income
e Device usage (Q7): Interconnected car (p = 0.21), smart heating thermostats (p = 0.21)
e Current channels (Q13): School, university, or workplace (p = 0.29)
Education

e Device usage (Q7): Laptop/Notebook (p = 0.23)

e Current channels (Q13): School, university, or workplace (p = 0.23)

Table 2: Key statistical observations of our study, ordered by demographic variables.

Recent usable security research proposed the change from a
“human-as-problem”, i.e., humans conceptualized as the weakest
link in an organization’s security, to a “human-as-solution” cyberse-
curity mindset [100], encouraging expertise, learning, communica-
tion, and collaboration to establish resistance and resilience under
the complex, emergent, and unpredictable nature of socio-technical
systems. Including the potential for the constructive and solution-
oriented perspective of humans in cybersecurity, we discuss design
and policy implications for enhancing citizens’ cybersecurity in the
following sections.

5.1 Implications for Design: Foster Learning
and Resilience

A central tenet of HCI is that technology should be user-centric,
with designs being based on social science findings about users
[87]. Based on our empirical data, we suggest four distinct design
implications to enhance technology for citizens’ cyber threat aware-
ness, their implementation of protective measures, as well as the
reception of information and warning messages from authorities
and commercial security providers.

Enhance the Availability and Ease of Use of Relevant Ev-
eryday Security Technologies (D1). Our results indicate that
citizens would rather use enforced security provisions (e.g., updates
or 2FA) than independently initiated measures. For instance, in line
with our observed adoption rates, the ease of use of some protective
measures, such as encryption software for e-mail communication,
remains an unresolved issue in usable security practice and research
[60, 86]. Enhancing usability can help citizens adopt specific se-
curity measures regardless of their underlying risk culture. The
relevance of these measures may be communicated by authorities
or institutional information resources for self-learning. Alterna-
tively, some measures could be enforced through organizational
service design and policies. User tutorials can help citizens adopt
specific security measures, such as backups, encryption software,
or password managers, in state-oriented risk cultures. In contrast,

nudging approaches may facilitate better security decisions [40, 78]
in individual-oriented risk cultures, which emphasize personal re-
sponsibility for cybersecurity behaviors. While our longitudinal
study showcased how citizens increasingly prefer to receive cyber
threat information via warning apps, most of these apps still focus
on the preparedness for and response to natural hazards [43]. Since
IT knowledge and skills vary across different demographic groups,
research shows warning messages must be carefully crafted with
regard to emotional appeals [48, 62, 75] as well as the level of detail
and wording of alerts [4].

Consider Age- and Skill-Related Design Options of Tech-
nology (D2). In line with previous research [67], particularly age
was found to correlate with cybersecurity behavior and threat per-
ception. In our study, younger people reported higher exposure to
cyberbullying and displayed greater threat awareness for spam, cy-
berbullying, online shopping scams, and unauthorized third-party
access to accounts. This could be connected to the higher level
of online activity, as increased exposure would make them more
susceptible to cybercrime, requiring a higher level of protection. In
other words, older people are less active in the online realm, which
leads to a lower susceptibility and may induce a lower perceived
need for protection. Furthermore, existing usable security research
found that age was the strongest predictor for security misconcep-
tions [44]. These findings suggest tailoring cybersecurity protection
tools according to age, such as introducing older individuals to user-
friendly novel protection tools while emphasizing the significance
of foundational safeguards like firewalls and antivirus programs
to younger individuals. User-friendly guidelines and tutorials on
modern protection tools [53] could constitute appropriate educa-
tional material for older age groups while engaging campaigns
highlighting the importance and effectiveness of foundational se-
curity practices could work for younger individuals. For instance,
Demuth et al. [25] used so-called privacy personas to implement
distinct views for different levels of expertise for privacy-enhancing
technologies.
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Inclusive Technology Design with Long-Term Sociodemo-
graphic Change in Mind (D3). Overall, our findings indicate a
rising individual and public infrastructure risk perception. This
is accompanied by an increase in intuitive protection measures,
such as application and operating system updates, while the imple-
mentation of more complicated measures, such as encryption, even
decreased, calling for the design of usable security technologies.
Furthermore, a low and declining trust in Germany’s preparedness
and security authorities’ competencies was observed, while the
perception of being insufficiently informed about cyber threats in-
creased. Given the observed state-oriented risk culture in Germany
[21, 81], the provision of actionable cybersecurity information via
public channels (i.e., television and warning apps) could alleviate
these issues. While an increase in mobile devices, such as smart-
phones, notebooks, and smartwatches, was especially observed
among younger citizens, classic media, such as radio and television,
was used more frequently by older people. In previous work on
social media in emergencies, such age-related observations were
made across all types of risk cultures [80, 81]. To achieve long-term
societal resilience, introducing cybersecurity information through
established media and introducing technology for emerging threats
(e.g., harassment among younger adults) must be balanced in fu-
ture research and practice. A standardized usable security and pri-
vacy questionnaire, such as currently in development [45], might
be useful for the robust and long-term measurement of citizens’
knowledge, attitude, and behavior.

Establish Cybersecurity Multi-Channel Warnings for Soci-
etal Resilience (D4). Although the BSI and federal CERTs provide
security information via newsletter and their website, they are not
among the most used and preferred information channels, indi-
cating a mismatch between supply and demand. Authorities and
enterprises should intensify their communication through preferred
channels, such as security software, television, or warning apps. We
assume that warning apps, due to their configurability, and related
websites should also be suitable for pull strategies within individual-
oriented risk cultures. According to a study, about 61% of German
citizens consider it at least quite or highly important to include
cybercrime-related warnings in established warning apps [42]. As
citizens require different types of information, information could be
organized in accordance with the emergency management cycle [2],
which encompasses the steps of mitigation (e.g., software updates),
preparedness (e.g., information on secure banking), response (e.g.,
recommendations for contact points), and recovery (e.g., guidance
for self-help). However, a challenge arises due to the limited number
of active users. For instance, the German Civil Protection’s warn-
ing app, NINA, had only 8.8 million users in 2021 [16]. Although
the use of warning apps may have been positively influenced by
the COVID-19 pandemic [42], strategies to increase the user base
must be developed concurrently. To account for different channel
preferences [67] and ensure resilience through redundancy, the use
of multi-channel information systems, such as already established
for natural hazards in Germany, should be considered [56].
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5.2 Implications for Policy: Promote
Communication and Collaboration

While the design of usable technology is suitable to tackle some of
the discussed issues, their implementation often requires resources
and support of governments and security authorities. Considering
the potential of HCI for evidence-based policymaking [92] and the
issues that became prevalent in our study, we outline four distinct
policy implications not only as a means for improved technology
support but also to enhance the quality of security services.

Enhance Information Dissemination for Preparedness and
Trust Building (P1). In all samples, we found that large parts of
the population feel inadequately informed about cyber threats. Al-
though the BSI and federal CERTs provide security information via
newsletter and their website, they are not among the most used and
preferred information channels, indicating a mismatch between
supply and demand. Thus, we suggest cybersecurity authorities
to align and enhance their information dissemination strategies
[52, 98], which can be characterized by the provision of supportive
resources, cybersecurity news, and advisories on security vulnera-
bilities via promising information channels. While state-oriented
risk cultures would probably expect information about mitigation
measures already implemented by authorities, in an individual-
oriented risk culture, the communication could focus on empow-
ering individuals (e.g., providing information for mitigation and
preparedness) to take responsibility for their own cybersecurity. In
fatalistic risk cultures, then, a focus could be set on response (e.g.,
recommendations for contact points) and recovery (e.g., guidance
for self-help) information.

Provide Resources for Enhanced Cybersecurity Response
Capabilities (P2). Although Germany was identified as a state-
oriented risk culture [21, 81], our participants showed little and
decreasing trust in security authorities’ ability to effectively pro-
tect citizens while expecting an increasing likelihood of large-scale
cyberattacks on public infrastructures, probably due to multiple suc-
cessful cyberattacks on German infrastructure. Beyond the positive
impact of prevention [88], more advanced strategies of conversa-
tions & coordinated action [98] should be explored to account for a
“human-as-solution” perspective [100], enhance the self-efficacy of
citizens [8], and improve citizens’ trust in authorities’ capabilities,
including the management of misinformation, direct conversations
between authorities and citizens, or the crowdsourcing of cyberse-
curity tasks. Since emergency managers of security domains often
struggle with resource-intensive strategies due to a lack of person-
nel and technology [54, 82], a German working group (AG KRITIS)
proposed a concept for increasing response capacities against large-
scale cyberattacks by including trusted volunteers [1]. Similar to
the Virtual Operations Support Team of the German Technical Re-
lief Agency [30] and the rich tradition of volunteer fire brigades
in Germany [34], the proper deployment of a Cyber Relief Agency
could also help to strengthen the bonds between authorities and citi-
zens and provide opportunities for promoting and recruiting young
talents and increases networking between experts. Furthermore,
usable security research suggested the training and deployment of
cybersecurity guardians for peer-to-peer communication, especially
among older communities [68].
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Prioritize Age-Oriented Education and Preparedness Mea-
sures (P3). Overall, the demographic variables of education, gender,
income, and region have a lower impact on cybersecurity behavior,
suggesting that strategies focusing on age-related differences and
requirements should be effective, e.g., to bridge the gap between
cybersecurity knowledge and actual behavior [59, 69]. In terms of
age, younger subjects were observed to use internet-connected de-
vices more frequently and demonstrated a preference for utilizing
different cybersecurity measures compared to older individuals.
Older individuals tended to favor traditional approaches such as an-
tivirus programs, firewalls, and password changes, whereas younger
individuals showed a greater inclination towards using backups,
encryption, and anonymization software. A possible reason for this
may be generational differences in technology affinity [32]. Beyond
age, individuals with higher income and education were more in-
clined to acquire cybersecurity education from their workplace,
school, or university. Apart from a singular item regarding retal-
iation measures in cyberwar, no moderate or strong correlations
involving gender could be observed. One possible reason for this
result could be a change in societal norms and advancements in
gender equality. In terms of location, no moderate or strong impact
of the federal state on perceptions and behavior could be observed,
and people from the new states of Germany (BB, MV, SN, ST, TH)
did not appear to answer differently.

Consider Enhanced Public-Private Partnerships for Infor-
mation Exchange (P4). Authorities and enterprises should explore
the potentials of public-private partnerships, as established in the
domain of critical infrastructures [18], to enhance the security ed-
ucation and preparedness of citizens and employees. Considering
the channels of cybersecurity information dissemination, in our
study, citizens valued both commercial channels (i.e., installed secu-
rity software and websites of security software manufacturers) and
public channels (i.e., television and warning apps), but also private
exchange (i.e., family and friends; school, university, or workplace).
Thus, intensified cooperation between cybersecurity authorities,
commercial enterprises, and universities seems a promising ap-
proach to reach citizens effectively across different information
channels. Recently, the BSI introduced an obtainable IT Security
Label for manufacturers and service providers, which is intended to
enhance transparency for consumers by making the basic security
features of IT products, including current security vulnerabilities,
recognizable at a glance [55]. Although it allows the scanning of a
QR code on the packaging of a certified product, there is still a lack
of usable applications and interfaces integrated into the concept to
provide a permanent overview of scanned products.

5.3 Comparison to Related Work

This study has examined a number of topics that have received little
attention in previous representative surveys of the German popula-
tion (see Section 2). While there is knowledge on used cybersecu-
rity information channels [13, 14] and desired information types
[12-15], there is only limited data on preferred future information
channels [13], and no data on favored contact points in the event
of cyberattacks. Beyond the thematic focus, this study extends the
state of research in two primary aspects. On the one hand, besides
our study, the only longitudinal data on cybersecurity attitudes and
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behaviors of Germans is provided by the annual surveys of Bitkom
[5,7,79] or BSI and ProPK [10-14], whose primary research motiva-
tion are not scientific. Even though our three datasets cannot reveal
any long-term trends, the temporal differences uncovered in this
study may provide initial indications. On the other hand, for the
German population, correlations with demographic factors have
only been explored for cybercrime victimization [64, 96], general
cybersecurity knowledge and behavior [46], and attitudes toward
nudging in cybersecurity [40]. Our study examines all variables
for potential correlations with demographic factors. Thus, it yields
preliminary evidence on a variety of correlations that have not yet
been discussed in research and merit scrutiny in future work.

We are able to corroborate some results from previous studies,
while there are also several deviating observations. First, we ob-
serve that the trend towards a growing individual threat perception
between 2019 and 2021, as evident in Bitkom’s annual surveys
[5, 7, 79], seems to continue for the time between 2021 and 2024.
Further, risk perceptions of all individual threat types, with the
exception of doxing, cyberbullying, crypto mining programs, and
side-channel attacks, also increased. Further, it is noteworthy that
the 2024 proportions of respondents thinking that wars are increas-
ingly being fought digitally (63% vs. 77%) and fearing the outbreak of
cyber war (40% vs. 75%) are both significantly lower than Bitkom’s
2022 figures [83]. An explanation for this could be priming effects,
as the Bitkom survey had an explicit focus on the Ukraine war.

Second, we were able to substantiate previous evidence con-
cerning a widespread perception of deficits in the capacities and
competencies of German state institutions such as the police [5, 27]
and the armed forces [83]. In our samples, less than one of four
respondents think that cybercrime is adequately prosecuted and
punished by German law enforcement agencies and that these agen-
cies have the necessary competencies to adequately protect citizens
from cyber threats. Third, our results cannot corroborate previously
observed correlations between self-reported cyber threat exposure
and demographic variables. We were not able to observe the finding
of Miiller et al. [64] that exposure decreases with increasing age
for our 2024 data. A corresponding moderate or strong negative
correlation was only found for cyberbullying. Also in contrast to
them, we found no correlations between exposure and respondents’
gender, and all correlations observed by Weber and Wiihrl [96]
were not present in our data.

Fourth, while previous surveys indicate that between 2020 and
2024 Germans’ overall cybercrime exposure remains relatively sta-
ble with a slight decrease since 2022 [10-14], our study shows a
more differentiated picture with regard to specific cybersecurity
threats. Whereas the proportion of those at least once affected
by cyberstalking, spam, unauthorized third-party account access,
scareware, online shopping fraud, phishing, and social engineer-
ing in the five years prior to the surveys increased between 2021
and 2024, the proportion of those affected by DDoS attacks and
advanced persistent threats remained stable, and the percentage
of malware, ransomware, spyware, identity theft, cyberbullying,
doxing and side-channel attack victims decreased.

Fifth, while shopping fraud, unauthorized account access, and
malware were the most common threat types in the latest BSI and
ProPK survey [14], spam, malware, and ransomware were the most
prevalent in ours. Further, in our study, a higher proportion reported
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being exposed to most threat types that were included in both
surveys. These disparities might be related to differences in framing.
The BSI and ProPK only asked self-reported victims of cybercrime
and not all respondents about their exposure, whereas we asked all
respondents without any explicit reference to crime. Sixth, the BSI
and ProPK surveys also indicate an overall decline in the adoption
of all security measures that they continuously surveyed between
2021 and 2024 [10-14]. Our results do not confirm this pattern.
The proportion of those stating that they often or always use a
measure increased for 15 measures between 2021 and 2024, while
it decreased for five and remained constant for one.

Finally, differences can also be observed with regard to the in-
formation behavior and requirements of the German population.
Whereas in the BSI and ProPK surveys of 2023 and 2024, websites,
family, friends and acquaintances, social networks, television, and
videos or tutorials were the most common sources of cybersecurity
information [13, 14], in our samples, family or friends, installed
security software, television, and security software vendor web-
sites are most prevalent. There are also some differences regarding
preferred future communication channels for cyber security infor-
mation. While websites, traditional media, and newsletters were
mentioned most frequently in the 2023 BSI and ProPK survey [13],
in our survey, it was warning apps, installed security software, and
television. Furthermore, in contrast to surveys that observed in-
creasing information requirements between 2020 and 2022 [10-12],
our study suggests that perceived demand for cybersecurity infor-
mation stagnated between 2021 and 2024. In this period, the share
of respondents who articulated a wish for the provision of further
cybersecurity education remained almost constant.
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A  Questionnaire

This is the English translation of the German questionnaire used in
the survey.

Q1: I agree to complete this questionnaire for the ANONYMIZED
project, which asks about my attitudes toward cybersecurity and
that my participation is voluntary. The results of this survey will
be further processed for scientific purposes only and not for com-
mercial use; all information collected in this survey will be kept,
retrieved, and analyzed by researchers only for the purpose of this
project. My anonymity is assured, and I will not be identified in pub-
lications or otherwise without my explicit written consent (Selected,
Not Selected)

Q2: How old are you? (18-24, 25-34, 35-44, 45-54, 55-64, 65+)

Q3: You are... (male, female, diverse, not specified)

Q4: What is your highest educational qualification? (No degree,
Hauptschulabschluss, Polytechnische Oberschule, Realschulabschluss,
Fachabitur, Abitur, Fachhochschulabschluss, university degree, other
degree)

Q5: In which federal state do you live? ( Baden-Wuerttemberg,
Bavaria, Berlin, Brandenburg, Bremen, Hamburg, Hesse, Mecklen-
burg-Western Pomerania, Lower Saxony, North Rhine-Westphalia,
Rhineland-Palatinate, Saarland, Saxony, Saxony-Anhalt, Schleswig-
Holstein, Thuringia)

Q6: If you add up all the incomes in your household: In which of
the following income groups does your monthly household net
income fall? (under 900 EUR, 900 EUR to under 1300 EUR, 1300
EUR to under 1500 EUR, 1500 EUR to under 2000 EUR, 2000 EUR to
under 2600 EUR, 2600 EUR to under 3200 EUR, 3200 EUR to under
4500 EUR, 4500 EUR to under 6000 EUR, 6000 EUR and more)

Q7: Which of the following devices do you use to connect to the
Internet at work and at home, and how often do you use them? (I
do not own, Less than two hours a day, Less than four hours a day,
More than four hours a day)

e Laptop/Notebook
Classic cell phone (without touch screen)
e Smartphone (with touch screen)
o Tablet
e Smartwatch/Wearables (e.g., Apple Watch, Samsung Gear,
Fitness-Tracker)
Interconnected car (e.g., Tesla)
Stationary computer/PC
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e TV with Smart TV (e.g., also with Amazon Fire TV, Apple
TV)

Game console (e.g., Nintendo, Playstation, Xbox)

Smart lighting (e.g. IKEA Tradfri, Philipps Hue)

Smart heating thermostats

Smart speakers (e.g., Echo with Amazon Alexa)

Q8: How much do you agree with the following statements regard-
ing cyber threats, i.e., threats on the internet? Note: cyber threats
on the internet include, for example, malware such as computer
viruses, data misuse, password and account theft, data espionage,
online banking fraud, online shopping scams, insults and bullying,
sexual harassment, and hate speech (Strongly disagree, Tend to
disagree, Neutral, Tend to agree, Strongly agree)

o Ithink that the above-mentioned cyber threats pose a serious
risk to me.

e Without a firewall and virus scanner, you can no longer go
on the Internet because you get infected with malware too
quickly.

e I only visit and use commonly known websites to avoid
becoming a victim of cybercrime.

o The risk of becoming a victim of cyber threats as an individ-
ual will increase over the next five years.

o I consider a large-scale cyberattack on public infrastructure
in Germany within the next five years a realistic scenario.

e Germany is well prepared for large-scale cyberattacks on
public infrastructure.

o Ifeel capable of adequately protecting my devices, such as
smartphones or computers, from cyber threats.

e With regard to cyber threats, I feel I am woefully under-
informed.

o I feel like I wouldn’t notice if strangers were spying on my
computer or smartphone over the Internet.

o I would like to educate myself to better protect myself on
the Internet.

e I don’t know who to contact for information on protective
measures against cyber threats.

o I know where to find up-to-date and reliable information
about protecting my devices on the Internet.

o Ibelieve that in the future, wars will increasingly be fought
digitally, i.e., on the Internet in the form of cyber attacks.

e I am principally afraid that a cyber war could break out.

e Germany should actively retaliate with cyberattacks itself
in the event of a cyberattack.

e The German security authorities have the necessary compe-
tencies to adequately protect citizens from cyber threats.

o Through their activities in cyberspace or on the Internet, the
German security authorities are more likely to increase the
insecurity of citizens than to contribute to a higher level of
protection.

e Cybercrime is adequately prosecuted and punished by the
German law enforcement authorities and judiciary.

Q09: In the last five years, how often have you personally been a
victim of the following types of cyber threats? (Don’t know, Never,
Once, Rarely, Occasionally, Often)

e Malicious software such as viruses or worms
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No access to online services due to a cyber attack (DDoS
attack)
Theft of computing power, for example, by cryptomining

e Ongoing complex, targeted, and effective attacks against IT

infrastructures (Advanced Persistent Threats)

Unwanted transmission of sexually explicit messages and
content (sexual harassment)

Extraction of information from the physical behavior of hard-
ware (side-channel attack)

e Unwanted, mass delivery of messages (spam)
e Exclusion, insults, or harassment on the internet over a

longer period of time (cyberbullying)

Repeated unwanted contact and approach attempts or digital
stalking (cyberstalking)

Hostility or disparagement based on my supposed or actual
affiliation to a social group, e.g., because of my religion,
origin, or sexual orientation on the internet (hate speech)
A person steals your personal data and pretends to be you
(identity theft)

o Threat of physical violence on the internet

Request for payment to regain control over data or devices
(ransomware or extortion software)

e Loss of money or goods due to online shopping fraud
e Extortion or intimidation via the Internet to force certain

actions (blackmailing)
Malware that coerced me into buying security software
(scareware)

e Software that spies on me in the background (spyware)
e Spying on or stealing confidential data (phishing)

Involuntary publication of private data on the Internet (dox-
ing)

Disclosure of confidential information through manipulation
(social engineering)

Unauthorized third-party access to an online or social media
account

Q10: Which people or organizations do you or would you seek
help from if you were the victim of a cyberattack (e.g., malware)?
(Never, Rarely, Occasionally, Often, Always)

Federal Criminal Police Office (BSI)
Computer Emergency Response Teams (CERTSs) of the fed-
eral states

e Police

Operator or manufacturer of the affected hardware, software
or website

Internet service provider (e.g., Telekom)

Consumer information and advice centers

IT security department of my employer

PC specialist shop/IT service provider

Public service broadcasting media

Private media

Internet forums on IT security (e.g., Heise Security)
Influential security experts on the Internet
Influential individuals on social media (influencers)
Family, friends, or acquaintances with IT skills
Colleagues with IT skills

I solve the problem myself
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Q11: How high do you estimate the risk of becoming a victim of
one of the following types of cyberattacks in the next five years? (I
cannot say, Very low, Rather low, Average, Rather high, Very high)

e Malicious software such as viruses or worms

e No access to online services due to a cyber attack (DDoS
attack)

o Theft of computing power, for example, by cryptomining

e Ongoing complex, targeted, and effective attacks against IT
infrastructures (Advanced Persistent Threats)

e Unwanted transmission of sexually explicit messages and
content (sexual harassment)

e Extraction of information from the physical behavior of hard-
ware (side-channel attack)

e Unwanted, mass delivery of messages (spam)

e Exclusion, insults, or harassment on the internet over a
longer period of time (cyberbullying)

e Repeated unwanted contact and approach attempts or digital
stalking (cyberstalking)

o Hostility or disparagement based on my supposed or actual
affiliation to a social group, e.g., because of my religion,
origin, or sexual orientation on the internet (hate speech)

e A person steals your personal data and pretends to be you
(identity theft)

o Threat of physical violence on the internet

e Request for payment in order to regain control over data or
devices (ransomware or extortion software)

e Loss of money or goods due to online shopping fraud

e Extortion or intimidation via the Internet to force certain
actions (blackmailing)

e Malware that coerced me into buying security software
(scareware)

e Software that spies on me in the background (spyware)

e Spying on or stealing confidential data (phishing)

o Involuntary publication of private data on the Internet (dox-
ing)

o Disclosure of confidential information through manipulation
(social engineering)

e Unauthorized third-party access to an online or social media
account

Q12: How continuously do you use the following security pro-
grams or security measures on your personal devices (computer,
smartphone, etc.) to protect against cyber threats? (Never, Rarely,
Occasionally, Often, Always)

e Antivirus software (virus scanner) on PC or laptop

e Antivirus software (virus scanner) on smartphone

e Software for automatic creation of backups on the PC or
laptop
Software to automatically create backups on smartphone
Firewall on PC or laptop
Firewall on smartphone
Use of encrypted messenger apps (e.g., Signal)
Spam filter (e.g., for the e-mail inbox)
Encryption software for files and hard disks
Encryption software for e-mail (e.g., PGP)
Anonymization services (e.g., proxy server, Tor browser)
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e VPN connections for encryption of data traffic

e Password manager for central management of passwords

e Two-factor authentication when logging in to websites and
apps

Operating system updates

App and application updates

Covering the camera lens of smartphones or webcams
Changing preset passwords (e.g., for WLAN routers)
Backups of my data on an external data memory device
Backups of my data in the cloud

Meta search engines that do not store user data

Use of complex passwords (e.g., with special characters, num-
bers, and uppercase letters)

e Ignoring and deleting untrusted or unknown emails

e Changing my passwords

Using different passwords for various occasions and user
accounts

Secure HTTPS connection when transmitting personal data
Avoiding online banking

Avoiding social media

Please click on 'Rarely’ here

Q13: Which channels do you currently use to find out about cyber
threats, security vulnerabilities, and solutions to problems? (Never,
Rarely, Occasionally, Often, Always)
e School, University, or Workplace
Family or friends
Press (magazines and newspapers)
Scientific publications
vV
Radio
Websites of security authorities (e.g., BSI)
Websites with security news (e.g., Heise Security)
Websites of software or hardware manufacturers (e.g., Apple,
Google)
Websites of security software manufacturers (e.g., Kaspersky,
McAfee, Norton)
Blogs
Microblogging services (e.g. Twitter)
Multimedia services (e.g., Instagram, YouTube)
Social networks (e.g., Facebook)
Messenger (e.g., Signal, Telegram, WhatsApp)
Newsletter
Podcasts
Warning apps (via smartphone)
In my installed security software (e.g., antivirus, firewall, or
password manager)

Q14: Which channels would you prefer to receive information about
cyber threats, vulnerabilities, and problem solutions in the future?
Select up to three of the channels you consider most important
(Not selected, Selected)

e School, University, or Workplace
Family or friends
Press (magazines and newspapers)
Scientific publications
vV
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Radio

Websites of security authorities (e.g., BSI)

Websites with security news (e.g., Heise Security)

Websites of software or hardware manufacturers (e.g., Apple,
Google)

Websites of security software manufacturers (e.g., Kaspersky,
McAfee, Norton)

Blogs

Microblogging services (e.g. Twitter)

Multimedia services (e.g., Instagram, YouTube)

Social networks (e.g., Facebook)

Messenger (e.g., Signal, Telegram, WhatsApp)

Newsletter

Podcasts

Warning apps (via smartphone)

In my installed security software (e.g., antivirus, firewall, or
password manager)



	Abstract
	1 Introduction
	2 Related Work
	2.1 Cyber Threat Awareness and Perception
	2.2 Threat Exposure and Protective Measures
	2.3 Communication of Cybersecurity Advice
	2.4 Summary of Findings and Research Gaps

	3 Method
	3.1 Questionnaire Design
	3.2 Data Collection
	3.3 Data Analysis
	3.4 Limitations and Mitigation Strategies

	4 Results
	4.1 Increasing Use of Mobile and Smart Devices, Especially by Younger Citizens (Q7)
	4.2 High Awareness, Moderate Preparedness, and Low Trust in Authorities (Q8)
	4.3 Spam, Malware, and Ransomware Are the Most Prevalent Threat Types (Q9)
	4.4 The Risk of Cyber Threats Is Rated as High, Regardless of Past Exposure (Q11)
	4.5 Easy-To-Use and Mandatory Security Measures Are More Prevalent (Q12)
	4.6 Conversations, Security Software, and TV are Widespread Information Sources (Q13)
	4.7 Security Software, TV, and Warning Apps Are Preferred Information Channels (Q14)

	5 Discussion and Conclusion
	5.1 Implications for Design: Foster Learning and Resilience
	5.2 Implications for Policy: Promote Communication and Collaboration
	5.3 Comparison to Related Work

	Acknowledgments
	References
	A Questionnaire

